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1. IntroducƟon
The NIS2 DirecƟve is the EU DirecƟve regarding Cybersecurity and came into force in 2023. 
The NIS DirecƟve, the previous EU DirecƟve regarding Cybersecurity enacted in 2016, aimed to 
improve the security level of the EU’s network and informaƟon systems. The NIS2 DirecƟve was 
designed not only for correcƟng the shortcomings of the previous version but also for significantly 
expanding its scope and scale. It came into effect in January 2023, and EU countries are required 
to transpose this direcƟve into naƟonal law by October 2024. 

2. NIS2 Requirements
Target organizaƟons and companies (designated as EssenƟal EnƟƟes and Important EnƟƟes in 
NIS2 DirecƟve) are required to comply with the NIS2 DirecƟve. This direcƟve includes increased 
fines, expanded scope of applicaƟon, and more advanced requirements for improving resilience 
and incident response capaciƟes regarding Cybersecurity maƩers. Therefore, comprehensive 
cybersecurity measures are necessary for your business in the EU, such as preparing for incident 
response, establishing processes, strengthening supply chain security, and implemenƟng basic 
security measures. 

Figure: Cybersecurity measures required by NIS2 for organizaƟons 
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As shown in the figure, the informaƟon security measures that organizaƟons should implement 
are diverse. Therefore, NIS2 parƟcularly requires target companies to ensure the measures based 
on an all-hazards approach that aims to protect network and informaƟon systems and the 
physical environment of those systems from incidents, and shall include at least the following: 

(a) Risk analysis and informaƟon security policy

(b) Incident response

(c) Business conƟnuity and crisis management

(d) Supply chain security

(e) Use of cryptographic techniques and encrypƟon

(f) Extensive network security

(g) Vulnerability handling and disclosure
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3. i-PRO’s Secure Technologies
i-PRO’s products have secure features and technologies that are useful for the abovemenƟoned
NIS2 requirements. In parƟcular, the following i-PRO’s secure features and technologies may help
you ensure the required level of NIS2 cybersecurity. If necessary, please feel free to contact i-
PRO’s sales staff.

 Secure boot

 FIPS 140-2 Level 3 cerƟfied secure element

 IEEE 802.1X

 Secure RTP

 Host authenƟcaƟon (IP address filtering)

 Pre-installed GlobalSign cerƟficates

*Please check the product selector to see if these features are available in each i-PRO product.
hƩps://i-pro.com/selector/product/

3.1. Secure Boot-PR 
Secure Boot is a security feature designed to ensure that a computer boots using only trusted 
soŌware. Here’s a breakdown of its key funcƟons: 

 Allows Only Trusted SoŌware: Secure Boot ensures that only soŌware with a trusted
digital signature can run during the boot process. This helps prevent malware and
unauthorized soŌware from infiltraƟng the system.

 Verifies Boot Process: The system checks its integrity during startup to ensure it hasn’t
been tampered with.

 Enhances Security: Secure Boot is parƟcularly important in environments where security
is criƟcal, such as in corporate or government seƫngs, as it enhances the reliability and
safety of the system.
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3.2. FIPS 140-2 Level 3 CerƟfied Secure Element 
A Secure Element* is a chip that is built into many of our new S-series cameras and is used to 
prevent unauthorized access and store confidenƟal and cryptographic data. 

Selected i-PRO cameras have an embedded Secure Element* with Trusted Plaƞorm Module (TPM) 
funcƟonality which is cerƟfied FIPS 140-2 Level 3 compliant. 

FIPS 140-2 
Federal InformaƟon Processing Standards (FIPS) are standards and guidelines for U.S. federal 
computer systems that are developed by the NaƟonal InsƟtute of Standards and Technology 
(NIST). This standard security requirement for encrypted modules is specified in the FIPS 140-2 
secƟon. 

3.3. IEEE 802.1X network access control 
IEEE 802.1x is a technology to enable only authorized devices to be connected to a network. The 
use of this system can prevent people with malicious intenƟons from connecƟng a PC to an 
available switching hub port, hacking into a network, and gaining unauthorized access or 
eavesdropping. 
The types of EAPS include EAP-MD5, PEAP, and EAP-TLS. EAP-MD5 and PEAP are authenƟcaƟon 
methods using an ID and password, while EAP -TLS uses an electronic cerƟficate. 

To configure the seƫngs on the i-PRO network camera, select [User mng.] - [IEEE 802.1x] in 
the Seƫngs menu and use the tab displayed. 

3.4. Secure RTP 
The RTP/RTSP protocol used for streaming video data is different from HTTPS in that user names, 
passwords, video data, and other informaƟon flow through the communicaƟon channel without 
being encrypted. SRTP is a protocol for encrypƟng RTP packets and streaming. In SRTP 
communicaƟon, the RTSP protocol is also encrypted by SSL so there is no risk of unauthorized 
viewing of usernames or passwords. Port number "322" of the i -PRO network camera is used for 
RTSPS (RTSP over SSL) communicaƟon. To use the SRTP funcƟon, Security Center provided by 
Genetec Inc. is required as a client. 
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3.5. Host authenƟcaƟon (IP address filtering) 
If the same client IP address is always used for accessing the i-PRO network camera or the camera 
belongs to a specific network; you can block access to the network from locaƟons other than the 
registered host by seƫng host authenƟcaƟon (IP address filtering). 

To set host authenƟcaƟon, select [User mng.] - [Host auth.] in the Seƫngs menu and set 
"Host auth. " to "On". 

 
To authorize only a specific IP address, enter the address "192.168.0.100, " for example. To 
authorize access only from the network that the camera belongs to, enter a subnet in CIDR 
format, for example 192.168.0.0/24, to authorize access from the enƟre subnet. 
You must carefully confirm that the range of access is correct during configuraƟon. If the camera 
became unaccessible due to an incorrect seƫng, iniƟalize the configuraƟon data. 
Also, please note that when IPv6 is enabled, access from IPv6 addresses is enabled even when IP 
address filtering is implemented. 
 

3.6. Pre-installed GlobalSign cerƟficate 
A server cerƟficate is required to operate the HTTPS server. The following two types of server 
cerƟficates can be used with i-PRO network cameras. 

(1) Pre-installed cerƟficate (self-signed cerƟficate for some models) 

(2) CA cerƟficate 
 
The cerƟficate pre-installed on the i-PRO network camera is signed by the CA of 
GlobalSign K.K., and not signed by the CA established by the company itself. When using a 
CA cerƟficate, a CSR must be generated from a CRT key in advance and a cerƟficate must 
be issued by a trusted cerƟficaƟon organizaƟon. 
 
 
* Please check out the white paper detailing the cybersecurity features of i-PRO products. 
hƩps://i-pro.com/products_and_soluƟons/en/surveillance/learning-and-support/knowledge-
base/whitepapers?anchor=cyber 
 


