Cyber Security Protection

Have you considered the true cost
of an unsecured surveillance system?

Consequences of a
hacked camera network
With IP connectivity, security cameras are now an IOT
device, and if network equipment is compromised,
it can be used to access and attack other hardware,
including the PC network. This can result in total
failure of the IT network. Breaches of an IT network
can lead to system inoperability and network
downtime. IP cameras can be controlled, camera
video streams leaked to the outside world, IT networks
accessed and malware/ransomware installed.

In May 2018, the General Data Protection
Regulation (GDPR) came in to force, meaning any
security breach and associated data loss could cost
your organisation a fine of up to €20 million or
4 percent of global revenue!

Network attacks are increasing!
Network attacks exploit vulnerabilities in software
coding that maybe unknown to you and the security
equipment vendor. The vulnerability can be exploited by
hackers before the vendor becomes aware. Zero-Day
attacks can include Malware, Spyware and Data loss.

Is your surveillance system
vulnerable to cyber attacks?
There are many potential threats to IP video surveillance systems,
such as ransomware, malware, snooping (stealing passwords),
alteration of data, and spoofing (false data).
For operators of surveillance systems,
enlisting secure protection to mitigate these
threats is essential.
Vulnerability – what you need to know. Without
the right network security measures in place,
your system can be left vulnerable, resulting in

exposure to the type of cyber hacking recently
making the news headlines.
By bombarding a device with vast quantities of
data, hackers can take control of unprotected
IP cameras.

How is Panasonic combating
cyber vulnerabilities?
Panasonic is taking a proactive approach to protect
IP surveillance systems against cyber attacks.
Authentication

Mitigation Strategy

To protect hardware from credential attacks,
Panasonic devices do not contain a manufacturer
‘default’ Username or Password. Ensuring the
highest-level of protection right from the start
of operation, a unique and complex password
must be configured to complete the initial
installation set-up.

Enhancing cyber security even further,
Panasonic devices use an imbedded Linux
operating system with all unused features
removed - reducing the risk of attack via any
known (or unknown) vulnerabilities.

Firmware Encryption
In many third party devices, firmware can be
downloaded from the manufacturer’s website
and then deconstructed, enabling malicious
entities to search for backdoor entries and/or
insert malicious code. Panasonic use encrypted
firmware to protect devices from this threat.

SSL Encryption
Pre-installed industry-leading device
certificates provide simple, secure
communications without the need for installers
or end-users to create self-signed certificates
or purchase and install certificates from third
parties.

Panasonic i-PRO Extreme
Secure Communication

Panasonic will provide you with state-of-the-art secure
communication technology with industry-leading device
certification.

Industry-leading device certification is

devices, so hardware components like NVRs

Encryption has been cleverly implemented to
reduce the usual overhead of 20 percent on the
IP stream to just 2 percent using our secret

and network cameras have a pre-installed

sharing technique.

embedded in all Panasonic i-Pro Extreme

identity and acknowledged certificate.
This certificate confirms the originator of the
communication, verifying end-to-end
communication between devices. Even
the video data is encrypted to prevent it being
accessed and displayed.

Total Protection
Panasonic Secure Communication products
provide end-to-end communication encryption
(SSL) and data encryption verification technology
- offering users complete peace of mind, with the
assurance of protection against hacking.

For further information on Panasonic Secure
Communication products, please visit
business.panasonic.co.uk/security-solutions
/secure-communication
Call +44 (0) 2070226530
Email info@business.panasonic.co.uk

