Fire Smoke Detection Application for i-PRO

LiveView

LiveView page is accessible from "Setup menu" >> "Setup"

or from Ext software menu

Live Setup

-Ext. software
Software mng.
Operation sched.

Control log

Configuration Detection areas License
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Fire

Zone1 4.54%
@ R 231G 154B: 77
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@ R 243G 196 B 85
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@ R:243G: 176 B: 91

Smoke

@ Zone1 19.02%

Grayscale: 58
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Preferences

Application preferences can be set on "Configuration" and "Detection areas" page of application WebUI

Configuration

‘ Live Configuration Detection areas License

Capture quality

LiveView framerate

1920x1080@10.00FPS ~

15 v

Object detection on firmware@

Save

Settings Unit Min Default Max Description
List of capture modes (resolution and FPS)

Capture provided by camera. Used for thumbnail

. Enum O 0 max<=255 ] . .

quality generation. Frames will be resized for Al model
inference. Actual FPS can be lower.

LiveView EpS ] 3 15 LiveView page MJPEG stream FPS, does not

framerate affect inference speed.
Object detection using CV engine is always
operating inside of the camera. By setting False
(disabling function), more resources from CV

] engine will be available to be used by the
Object )
. extension software.
detection .
bool False True True Notice:
on
i When object detection is disabled, functions that
firmware

use the object detection installed in the camera
(such as some image quality automatic control
functions and APIrivacy Guard) will be also
disabled.



Detection areas
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Manipulating zone contours:

Button Description

Enabled

Smoke alarm
threshold, %

Fire alarm

Zone name threshold, % warm up

[i ] timer, ms @

100.00 20.00 3600000

Zonel 5000
Zone2 50000
Zone3 5000
Zone44 50000
Zone5 5000
Zoneb 5000
Zone7 5000

Zonelast 5000

Fire alarm

Smoke alarm Fire alarm Smoke alarm Fire Send fire Smoke Send
warm up timer, ccooldown cooldown alarm test alarm alarm  smoke test
ms @ timer,ms @  tmerms@ D@ o D@ alam @
5000 30000 30000 172 v 173 v
5000 30000 30000 S 171 v 172 v
5000 30000 30000 S 171 v 174 v
5000 30000 30000 171 v 172 v
5000 20000 30000 174 v 174 v
5000 30000 30000 171 v 172 v
5000 30000 30000 171 v 172 v
5000 30000 30000 171 v 172 v
5000 30000 30000 174 v 173 v

Add new contour by clicking and adding vertexes to the configuration frame, to complete

O

then 16 vertexes.

the contour click on the first point. Zones to be added consecutively. 8 zones total, not more

QG

Select an existing contour by clicking on it, the line style becomes a dash.

Clear

Delete selected contour.

Delete all contours.

All clear

Settings per zone:

Settings Unit Min Default Max Description
Zone color color Zone colors are constant
Full:True
Enabled bool False True Only enabled zones will be processed
ZoneN:False
Used in alarms data and live view
Full cards.
Zone name text 20 chars ) . o
char  ZoneN Must contain only latin letters, digits,
underscores, and spaces.
) Threshold for fire detection,
Fire alarm
% 0.01 0.5 100.0 expressed as a percentage of a zone
threshold .
size.
Threshold for smoke detection,
Smoke alarm
% 0.01 0.5 100.0 expressed as a percentage of a zone

threshold

size.




Settings Unit Min Default Max Description
) Time interval before a fire alarm
Fire alarm warm- N )
. ms 0 5000 3600000 eventistriggered after the first
up timer .
detection.
Time interval before a smoke alarm
Smoke alarm o ]
) ms 0 5000 3600000 eventistriggered after the first
warm-up timer .
detection.
Fire alarm Time to wait before initiating a new
_ ms 0 30000 3600000 i
cooldown timer fire alarm.
Smoke alarm Time to wait before initiating a new
_ ms 0 30000 3600000
cooldown timer smoke alarm.
) Camera internal Alarm ID assigned for
Fire alarm ID Enum 171 171 174 ] i
fire detection events.
Send fire test Used for alarm checks and
alarm demonstration purposes.
Camera internal Alarm ID assigned for
Smoke alarm ID Enum 171 172 174

smoke detection events.

Send smoke test
alarm

Used for alarm checks and
demonstration purposes.



Additional notes

« Please note that in the event of simultaneous fire and smoke detection, the application will prioritize
fire event, and send both event, but due to the camera’s cooldown limitation only fire alarm will be
triggered.

» The application will be reloaded if the rotation setting is set in the camera configuration. Therefore,
the LiveView page should also be reloaded.

« Enabled zones without contours to be considered full-frame zones.

o The default zone serves as a fallback option when no zones have been enabled in the internal
configuration.



License

License can be set on "License" WebUI page

Live Configuration Detection areas

Device blob  /54thdcg4nGOsHdazbHaVCz9YD31bQS8CHitQcCytxU=

Valid
Status ;
Expiry date: 31.10.2024
License MNew license key Apply



System linkage for VMS

Genetec Security Center with i-PRO Active Guard

i-PRO Active Guard server configuration

1. Edit "C:\MultiAN\Backup\3rdpartyApp.config” in the PC that Active Guard server is installed.

& = | Backup

“ Hame Share View

1 J = F- S - o
B J o Cut * |=| x I@ 8 Mew item |\/
= W= Copy path % | Easy access = -
Fin to Quick Copy Paste Move Copy Delete Rename New Properties
access [#] Paste shortcut tor tov v folder -
Clipboard Organize MNew Open
« v o » ThisPC » Windows (C:) » Multidl » Backup »
Certificates = MName - Date modified
ete Log 4/18/2023 11:21 AM
Faces webconfig 4/13/2023 11:39 AM
e 3] 3rdpartyipp.config 3 11:19 AM
3] OtherVMS.config 11/4/2022 1:47 PM
O This PC
i 3D Objects
I Deskiop
|5 Deocuments
4 Downloads
J Music
=| Pictures
B videos

2 Windows (C:)

4items  1item selected 4,20 KB

application_name_1 = "Noema Fire and Smoke Detection iPRO App" event_name_1 = "Fire detection"

event_name_2 = "Smoke detection"

o cpen -
Edit

&) History

v | O

Type

File folder
File folder
CONFIG File
CONFIG File

FE setect an

10 Select none

2 Invert selection

Search Backup
Size

5KB
3KE

-'.:

If Genetec system, genetec_custom_event_id_1=12000 genetec_custom_event_id_2 = 12001 for example.

Remove the ";" at the beginning of the line, respectively



# It is neccessary to match "EXTAPP1"or"EXTAPP2"or ... in the response of "/cgi-bin/getinfo?FILE=1" from c
# Up to 256 characters using alpha-numeral, hyphen, under score and period as camera's SDK specification.

application_name_1 = "Moema Fire and Smoke Detection iPRO App"
cupplication e =

;application_name_3

;application_name_4

;application_name_5

;application_name_6

;application_name_7

;application_name_8

;application_name_9 =

;application_name_18 =

# If you would like to register as an LPR app, please enter below.
# When registering as an LPR app, "Event name"™ and "Custom event ID"™ are not required.
lpr_application_name = "Vaxtor CONTAIMER™

# It is neccessary to match the event name included in the notification from camera.

event_name_1 "Fire detection™
event_name_2 = "Smoke detection™
;event_name_3

;event_name_4

sevent_name_5

;event_name_6

;event_name_7

;event_name_B8 =

sevent_name_9 =

sevent_name_18 =

#
# This will be used for the notification from i-PRO Active Guard server to Genetec.

genetec_custom_event_id_1 12888
genetec_custom_event_id_ 2 12881

FECIELEL_LUSLOm_evene_1u_ > =




2. Register Camera on i-PRO Active Guard configuration web
Register camera to i-PRO Active Guard server (Refer to 4.3.2.3).

Camera Registration ) -
Show anly unregistered cameras

IP address Camera model Camera name Check resull Camera connection
1421 6RO P s cmie W52 6L Pansmonic W S31386, “Emi
4158033

- ETTE B
eI ———— PR——
- TIPS n

When the 3" party extension software is installed in the selected camera, icon ®_e will be shown in the

[Check result]. If not shown, please check if configuration file is edited correctly.

3. Restart i-PRO Active Guard Service

Restart process is required to finish configuration. Restart

Genetec configuration

1. Create “Custom Event” on Genetec config tool. Value should be matched with Active Guard server side
configuration.

# Config Tool

* General settings
T
I 7
=l ¢ ields Custom events | Event colors

~ Cancel -/ Apply

2. (Optional) Create "Alarm" and configure “Event-to-action”



[ =
When: | I™ Fire detection v | OCours

Action: | = Trigger alarm

flarm: ™" Fire detection

Effective

nablec: (SN

Cancel




Milestone XProtect with i-PRO Active Guard

With i-PRO Active Guard server, alarm name, snapshot, and event detail information are shown on XProtect

Alarm manager.

i-PRO Active Guard server configuration

i-PRO Active Guard server configuration

XProtect configuration

1. Create "Analytics Event” on XProtect Management client Name must be matched with configured

event name.

3ite Navigation + 7 X |Analytics Events - Analytics Events Information - 1

%] Failover Servers a I =¥ Analytics Events 1
AT Mobile Servers % A Scene Change Detection =i

48R Devices ® Bicycle_Abandoned Fire detection
B Cameras Test Event
& Microphanes ™ GuninHandDetection Description
@ Speakers # i-PRO Active Guard system notification
¥ Metadata % License plate detection
oo Input ¥ Registered advanced vehicle detection
{/ Output ¥ Registered face detection

=] .I'I Client ¥ Registered license plate detection

E 3

Smart Wall
B3 View Groups
£2 Smart Client Frofiles
$2 Management Client Profiles
Matrixc

1@ Rules and Events
Rules
Time Profiles
[4] Notification Profiles
R User-defined Events
% Analytics Events
R Generic Events
&Y Webhooks

2. Create “Alarm definition” on XProtect Management client

« 1 ||Alarm Definition Information

Site Navigation

" Registered people detection
Begistered vehicls detection

T Spill

® Unregistered license plate detection

¥ \Wheel chair detection

¥ White cane detection

« 3 X JAlarm Definitions

] Failover Servers
1 Mabile Servers
=0 Devices
o Cameras
# Microphanes
@ Speskers
P Metedats
o Input
(/) Output
=L Client
B Smart \all
3 View Groups
£2 Smart Client Profiles
£ Management Client Profiles
[ Matrixc
- Rules and Events
Rules
Time Profiles
1] Nofification Profiles
R User-defined Events
T Analytics Events
Y Generic Events
&% Webhooks
12} i-PRO Extended Actions
=reffl Security

~ | & & Alarm Definitions
® Al Scene Change Detection
2 Bicycle Abandancd

Eallen peoploe

I GuninflandDetection
& IntrugerHuman
® License plate detection
< Registered advanced vehicle detection
& Registered face detection
& Registered face detection
8 Registered license plate Detection
8 Registered people detection
Registered vehicle detection
Smoke detection

& Unregstered license plate Detection
& \hesl chair detection
& White cane detection

Alam definition
Enable:
| Name [Fire detection
Instructions:
Trigger
Triggering event Analytics Everts
Fie detection
| souces: [ A Cameras |[Sselect..
Activation period
® Time profile: Aways
O Event based
Map
Az manager view: O Smart map
@ Map




Milestone XProtect without i-PRO Active Guard (with i-PRO Maximizer
plug-in)

With i-PRO Maximizer plug-in, simple integration can be used without additional PC for Active Guard server.
In this case, only alarm name will be shown on XProtect Alarm manager.

1. Run “Update alarm sending on all cameras” on [Rules and Events] — [i-PRO Extended Actions]

0 i e Maigrmseat £ heed S5 o

N Vs Aoies Mimmsuecs Tooh g

B w e e e o i e

1 * o corm sy Ay (o Lot Ve

Check if HTTP alarm notification was configured on camera side. [Alarm] — [Notification] — [Notification] —
[HTTP alarm notification] - [Address 1]

Live Setup Alarm WVMD area SC0 area Amdio delection

ICP alarm posification | [HTTFH atrm noliicaion |

Euxt software
Softeare mng HTTF alaem notsoaton Alam  Diag
i Addrets 1 [ [ 19 182 .6 e
Coniral leg T -
Al Dur Pastwond [
Motfcaton dets |Fogp-tenvoomalaem ogi UMD Salmar?
= Adress 2 g it
LiSf maim I
sEaay Sekp Pastword [
Modfcabon datg |Fogp-bervomalaem o M0
1M
Amagaihuco S =z [ Delote |
) .
image Liste Fimis
P
image guality BEpwerd [
Audis Robdcaton daca Sp-tincoralem oo D01
#Mdti-5oen AN 4 CT E
_Alamn Lt Fubimie
m Password |
VMDD arga Notcation data [egtanicomatarm oo CMG=G1
SCD area Address § [reg m
Bayca detecton Liver mnme
+Usar mng Motfcabon data [Fegp-tarvoraiarm ega MO0

+ Mt



2. Create “Custom Event Mapping” Set Hexadecimal number of alarm ID and tag name.

:_i Custom Event Mappings

Alarm 1D

Tae

AB

Fire detection

AG

Smoke detectian|

Uz= thiz zection to map custom event codes fo events that can be received from the cameras.,
Events with these custom mappings will be triggered on " -PRD Custom Event”.
This configuration i global for all cameras.

3. Create “Alarm definitions” Select i-PRO Maximizer Events and i-PRO Custom Event for Triggering

event.

] Transaction sources
[ Transaction definitions
(] A Optimizer
S Device assistant
@ Operator cantrols
@ Licenss plate lists

@ Svstem overviem
8 Specker manager

Auto-close alarm:

Alarm assignable to Administrators:

[Ste Naviation ~ B A Dsfiitisns DN et
@ Speskers A || = & Alarm Definitions Alarm definition
& Metadata i Al Scene Ohenee Detestion Enable: =
ol Input i e
Q Output -8 Gun in hand detection Hame: [Fre detection |
& Glent 8 License plate detection
ol -8 Registersd sdvanced vehicle detection hstructions: B
Sl B Registered foce detection .
View Groups & Registered licerse plate Deteetion
£2 Smart Client Profiles B Reeistered peaple detection T
2 Management Client Frofiles & Registered vehicle detection
Gl Matrix & Stopped Vehicle Trigesring event; |i=PRO Maximizer Events. =
[ Rules and Events i 2 mm"\:vwsd‘ licerse plate Detection [I-PRO Gustom Event =
Rules B gVa:tP%mc:EOawa Evert Sourose: LG |[_seleet
) Time Profiles i [Ail Careras =
] Notification Profiles "Activation period
R User-defined Events.
® Analfics Events ® Tine profile: | Alnays 2
By Gereric Events. O Event based Start
& e s [ose |
¥ fiis actions
1] FPRO Extended Actions Map
& @;iwﬁ:"y Alarm manager view: O Smart map
-
8 Basio Users © Hap
[ AIS Optimizer Security =
= @ System Dashboerd Eeledlnac] [ ]
] Gurrent Tasks Operator action requred
@ Sstem Monitor Time limit 11 minte. ~]
T4 System Moniter Theeshokls
- Salect.
i Events triezered [ | |
[ Confieurstion Reports Other
7 Server Logs Relsted cameras: [ [ [ select. |
1P Motadata Use N
< ta Search itial slarm onmer. [ ~l
[ Accsss Control itial slarm priority: [1: High ~]
57 heidents
Al - -
T e s \ I
£, Transact Events triczered by alarm: [ [ Select. |



Video Insight with i-PRO Active Guard

i-PRO Active Guard server configuration

i-PRO Active Guard server configuration

No configuration is required for Active Guard plug-in. Configured event name will be shown in “Extension

app. event filter.

® Sound Refine filters

Detected type

. E}(TEI"ISiﬂn app event D Fire Detectior
e Detection

® VCA

(Optional) Rule configuration on Video Insight:

By configuring the event name as “Category” in “Enhanced System Input”, any Actions can be used.

¥ Add Event
Possible Events that will Trigger the Rule

Event Type Event Description tem Input
Access Control Event Trigger off of an Access Control Entry or Alarm i

Alert Button An alert button appears in the "Alert Buttons” menu Cameras 192.168.0.21 - Panasonic - Model: 5713Z (192.168.0.27

Analytics Trigger off of a supported Camera's Analytics 192.168.0.22 - Panasonic -
192.168.0.20 - Panasonic -
192.168.0.20 - Panasonic - Model: 38544 - Sensor 4 {1

Ml 57130 (192.168.0.40)

Camera Down Trigger when a specific or all cameras stop responding

Digital Input External input device (i.e Alarm)

License Plates Trigger when a License Plate is found
SDK Input Receive data from a TCP Port
User Login Rule triggers when a user logs in.

Video Motion Mation is detected on a specific camera

Select All Clear Selections

Fire Detection

Cancel




NVR/WV-ASM300

camera configuration

[Alarm] — [Notification] — [Notification] — [TCP alarm notification] - [Destination of notifications] Configure
NVR's IP address for destination.

Live Setup Alarm VMD area SCD area Audio detection Notification

TCP alarm notification | HTTP alarm notification

-Ext. software

Software mng. TCP alarm nofification ® On Off
Operation sched.
Additional alarm data ® On Off
Control log
Mimamori Al Dur... Destination port 1818 (1-65535)
Retry times 2 W
+Easy Setup Destination of notification Alarm Diag. Destination server address
o Address 1 107 4 s
+Basic 192.168.0.102
+Image/Audio Nofification per VMD area on ® Off Alarm area No
+Multi-screen
-Alarm Address 2
Alarm Notification per VMD area on Off Alarm area No
VMD area
SCD area Address 3 -
Delete

Audio detection

I Notifica
| lemr suith

Motification per VMD area On Qff Alarm area No

NVR configuration

Extension software alarm should be configured on NVR.

Control G Setup Recording setup Event setup Advanced setup

Recording mode

Date/Language Select "Off "Recording mode

i-bin/event_extalarm.cgi

Camera . . Extension software alarm
Alarm disarm duration

TCP alarm port number 1 ’ R (DEC/HEX)

Extension software alarm

Monitor

Network Fallen people

: : Fire detection
T TR Emergency audio recording

Smoke detection
o record audi or emergency recordi
under "REC & event" is being

5

/
1
1

P -
(LTINS - If setting the message ID, the name is displayed on the event type

- Other manufacture cameras are not supported. windo

HDD management
= SD backup rec.

Extra function Smart coding (GOP control)

To notify WV-ASM300, configure WV-ASM300’s IP address from [Network] — [TCP alarm notifiacton].



Control

Maonitor
Address4
Addres
User manat
Addre

Mainten:
Addr

HDD management

Extra function

WV-ASM300 configuration

[Setting] — [Al camera] — [Alarm name setting]

arm notification

192.1568.0.99

w
2

]
£

Set Name and Message ID. Message ID must be matched with the number configured.



