Panasonic

Operating Instructions

Recording Software
Model No. WV_ASR5OO SerleS

This manual covers the following models of WV-ASR500 Series: WV-ASRE501, WV-ASRE501W,
WV-ASRE516, WV-ASRE516W, WV-ASRES532, WV-ASRE532W, WV-ASRE564, WV-ASRE564W,
WV-ASRA501, WV-ASRA501W, WV-ASRM501, WV-ASRM501W, WV-ASRT500, WV-ASRT500W

Before attempting to connect or operate this product,
please read these instructions carefully and save this manual for future use.

The model number is abbreviated in some descriptions in this manual.
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Preface

The WV-ASR500 Series (hereinafter this software) is a software that runs on the Microsoft® Windows® operat-
ing system and enables recording the images from multiple network cameras on the hard disk drives of the per-
sonal computer (hereinafter PC).

By using this software, it is possible to display live images of the cameras on the monitor of the remote client
PC, to play images stored on the hard disk drive on the monitor of the remote client PC by operating the client
PC, or to download image files to the hard disk drive of the client PC.

Software configuration
This software consists of the following 2 applications:
Server Records images from the camera on the hard disk.

Also, search and playback of recorded images can be performed with designated commands.
Client Configures server settings.

System configuration

=<— L ==

ASC970/ASM970 System \ / ASM200 System

Mobile Client

Network camera

Server PC in which the
software is installed

Important:
* Do not use cross cables to connect the PC and each device.




System specifications

e Camera registration: Up to 128 cameras
e User levels: 5 levels

Compatible devices

The following devices are compatible with this software.

Important:

e Some functions may not work depending on the firmware version of the compatible device.
Refer to the Panasonic support website (http://security.panasonic.com/pss/security/support/index.html) for
further information.

Compatible client software

Model Nos. Appears in this document as Version
WV-ASM200 ASM200 4.00 or later
WV-ASM970 ASM970 14.00 or later
WV-ASC970 ASC970 14.00 or later

Compatible encoder

Model Nos. Appears in this document as Version

WJ-NT304 NT304 1.32 or later

WJ-GXE500 GXE500 1.50 or later
WJ-NT304 is only available with CH1.

Compatible cameras

Model Nos. Appears in this Version Model Nos. Appears in this Version

document as document as

WV-NF284 NF284 1.64 or later WV-SF335 SF335 2.10 or later
WV-NP244 NP244 1.84 or later WV-SF332 SF332 2.10 or later
WV-NP1004 NP1004 1.25 or later WV-SP302 SP302 2.10 or later
WV-NF302 NF302 1.64 or later WV-SP305 SP305 2.10 or later
WV-NW502S NW502S 1.80 or later WV-SP306 SP306 2.10 or later
WV-NP502 NP502 1.80 or later WV-SW352 SW352 2.11 or later
WV-SF539 SF539 1.60 or later WV-SW355 SW355 2.11 or later
WV-SF538 SF538 1.60 or later WV-SW395 SW395 2.10 or later
WV-SW559 SW559 1.60 or later WV-SW396 SW396 2.10 or later
WV-SW558 SW558 1.60 or later WV-SC385 SC385 2.10 or later
WV-SF548 SF548 1.60 or later WV-SC384 SC384 2.10 or later
WV-SP509 SP509 1.60 or later WV-SC386 SC386 2.10 or later
WV-SF549 SF549 1.60 or later WV-S8T162 ST162 1.80 or later
WV-SP508 SP508 1.60 or later WV-ST165 ST165 1.80 or later
WV-SF336 SF336 2.10 or later WV-SF346 SF346 2.10 or later




Model Nos. Appears in this Version Model Nos. Appears in this Version
document as document as

WV-SF342 SF342 2.10 or later WV-SFV611L |SFV611L 1.71 or later
WV-SW175 SW175 1.80 or later WV-SFVE31LT |SFVE31LT 1.71 or later
WV-SW172 SW172 1.80 or later WV-SPN310 SPN310 1.71 or later
WV-SP105 SP105 1.80 or later WV-SPN311 SPN311 1.71 or later
WV-SW314 SwW314 1.80 or later WV-SPN611 SPN611 1.71 or later
WV-SW316L SW316L 1.80 or later WV-SPN631 SPN631 1.71 or later
WV-SW316 SW316 1.80 or later WV-SW115 SW115 2.11 or later
WV-NW964 NW964 1.64 or later WV-SFN531 SFN531 1.85 or later
WV-NS954 NS954 1.64 or later WV-SFR531 SFR531 1.85 or later
WV-NW502 NW502 1.80 or later WV-SFV531 SFV531 1.85 or later
WV-SP102 SP102 1.80 or later WV-SFN313H |SFN313H 1.85 or later
WV-SF132 SF132 2.11 or later WV-SFN313LH | SFN313LH 1.85 or later
WV-SF135 SF135 2.11 or later WV-SPN313H |SPN313H 1.85 or later
WV-SW152 SW152 2.11 or later WV-SFN532H | SFN532H 1.85 or later
WV-SW155 SW155 2.11 or later WV-SFN533H | SFN533H 1.85 or later
WV-NW484 NW484 1.64 or later WV-SFN533LH | SFN533LH 1.85 or later
WV-NW484S | NW484S 1.64 or later WV-SPN533H | SPN533H 1.85 or later
WV-NS202 NS202 1.11 or later

WV-NS202A NS202A 2.74 or later

WV-NP304 NP304 1.61 or later

WV-SF438 SF438 1.52 or later

WV-SW458 Sw458 1.58 or later

WV-SW458M | SW458M 1.58 or later

WV-SF138 SF138 1.05 or later

WV-SW158 SW158 1.05 or later

WV-SW598 SW598 1.60 or later

WV-SC588 SC588 1.60 or later

WV-SFN310 SFN310 1.71 or later

WV-SFN311 SFN311 1.71 or later

WV-SFR310 SFR310 1.71 or later

WV-SFR311 SFR311 1.71 or later

WV-SFV310 SFV310 1.71 or later

WV-SFV311 SFV311 1.71 or later

WV-SFV631L | SFVB31L 1.71 or later

WV-SPW611 SPW611 1.71 or later

WV-SPW611L | SPW611L 1.71 or later

WV-SPW631L | SPW631L 1.71 or later

WV-SPW631LT | SPW6G31LT 1.71 or later

WV-SPN531 SPN531 1.83 or later

WV-SFN611L | SFN611L 1.71 or later

WV-SFN631L | SFN631L 1.71 or later

WV-SFR611L | SFR611L 1.71 or later

WV-SFR631L | SFR631L 1.71 or later




Features

Easy connection to IP cameras:

¢ Each server expandable up to 128 IP cameras
e Supports IP cameras and encoders from multiple manufacturers.
¢ Supports latest IP camera technology including megapixel cameras, H.264 and analytics.

Intuitive user interface:

¢ Intuitive user interface requires little to no training.
e Common client connects to multiple servers to create scalable networks.

Client-Server architecture:

e Server software runs on Windows Server 2012.
e Client software operates in Windows.

Mobile Apps: iPhone & iPad, Android:

Mobile Apps provides a host of client features including live view, search and playback, alarm activation and
assessment.

International support:
Language Localization - Select between English, French, German, Spanish, Italian, Russian, Chinese.

Powerful integration:

Integration with leading access control systems, retail analytics, iISCSI storage, Wireless Networking, Video
Analytics, and more.

Important:
e Some functions may not be available depending on the firmware version of the camera in use.

Standard accessories

Installation Guide.........ccoeeveeicnererenennn. 1 pc.
Activation Key Card.......cc..ccccvevrerunnen. 1 pc.
Important:

¢ This software will not work if the license is not registered. After installing the software on the PC in use, reg-
ister the license.




Trademarks and registered trademarks

¢ Microsoft, Windows, Windows Server are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

¢ Microsoft product screen shot(s) reprinted with permission from Microsoft Corporation.

¢ iPad, iPhone are registered trademarks of Apple Inc., registered in the U.S. and other countries.

¢ Android is a trademark of Google Inc.

¢ All other trademarks identified herein are the property of their respective owners.

Abbreviations

These are descriptions of the basic terms used in these operating instructions.
Microsoft® Windows Server® 2012 (64-bit) are described as Windows Server 2012.

Open software

This product uses open software subject to the licenses of Free Software Foundation such as GPL/LGPL and

others. Related conditions are applied with this software.

Make sure to access the following URL and read the information regarding licenses of GPL/LGPL and open

software before using this product.
http://security.panasonic.com/pss/security/support/oss/asr500_oss_gpl_Igpl_licens.html

Source code approved by the licenses of GPL /LGPL are publicly-released. Please note that those software are

not included in the warranty. Complying with the licenses of GPL/LGPL, Panasonic System Networks Co., Ltd.

will provide, at its own expense, the complete machine-readable code compatible with GPL/LGPL software and

its copyright declaration list to the individual or organization who has contacted Panasonic in this regard at

least for three years after the sales of this product. Consult via the inquiry page in the following site regarding

the above information including how to obtain the related source code.
http://security.panasonic.com/pss/security/support/inquiry.html

This product includes software developed by the OpenSSL Project.

Disclaimer

Note that some or all information to be recorded may be lost when too many cameras are connected and net-
work performance beyond the specifications of this software or the PC in use is required, when the PC is over-
loaded by operating other programs together with this software or when unknown/unspecified problem/error
occurred.

Panasonic assumes no responsibility or liability, directly or indirectly, for any damage, loss, including recording
data loss, or inconvenience resulting from any error or failure including when recording has not been performed.
Panasonic also assumes no responsibility or liability for any error or failure caused by using a third party cam-
era or device.



System installation checklist

Config (Setup) Page (see "Config (Setup) page overview" (== page 13))

@

System
¢ Set server for static IP address.
¢ Configure the system name, time, and time zone.

Storage
¢ Ensure all disks are selected for recording except the system drive ("C:\")
¢ Ensure total disk space matches the expected value.

Add IP Cameras
e Add IP cameras to the Servers.

Camera Recording (IP cameras)
¢ Set resolutions.
e Set frame rate.

= e 1

Camera Recording (analog cameras)
¢ Set resolutions.
e Set frame rates.
¢ Disable cameras that are not connected.

=

Serial Port
e Set up serial port for RS-485 mechanical PTZ control.
¢ Set up serial port for input from serial devices.

&

Camera Settings
* Name camera.
¢ Enable onscreen display.

e Set motion mask on IP cameras (there are generally no motion windows set on a new camera).
The default motion recording schedule won't trigger recording.

¢ Mask motion from irrelevant objects such as moving trees.
¢ Create windows in relevant locations, such as doors and hallways.
¢ Configure quality just high enough to see relevant details.

¢ If supported by the cameras, set recording format to MPEG-4 or H.264 instead of JPEG for bet-
ter storage.

¢ Watch for blue border around live video window on setup page when motion is occurring to
ensure that motion sensitivity and masking are appropriately configured.

¢ Configure mechanical PTZ presets.

Schedule

¢ Motion is recorded by default. Change any cameras to continuously record or stop recording as
needed.

¢ Schedule events for notification only when they are unexpected.

Users
¢ Add user accounts for the people who will use the system.

Trigger Inputs
e Name input triggers to be used.
¢ Set radio button to normally open or closed to match physical switch.




Config (Setup) Page (see "Config (Setup) page overview" (== page 13))

Alarm Outputs
¢ Name any alarm outputs to be used.

Notifications
¢ Create email profile for system health administrator.
¢ Create email profile for security events such as unexpected motion or input triggers.
¢ Create email profile for the installer.

Auto Export

¢ Create profile for video sources and duration to store on high-priority event.

Event Linking
¢ Create events to alert administrator via email of system health issues.
¢ Create events to record video on input triggers.
¢ Create events to email security administrator upon unexpected triggers or motion.
¢ Create event to email installer when license subscription is near expiration.

Export Settings

e Save settings and license to a USB flash drive to aid the recovery process, if necessary.




Installing the software

Server requirements

Hardware requirements

Actual hardware requirements vary considerably based on each user's application:

¢ CPU requirements increase greatly when hosting multiple concurrent web clients.

¢ The Server application requires a maximum of 4GB, although additional memory is required for the operat-
ing system, web hosting, or any other server applications.

* The storage system is often the performance limitation because of the large amount of read and write proc-
esses. Your storage system should be capable of sustained reads/writes at least twice the maximum data
rate from all cameras. Panasonic highly recommends using RAID 5 or RAID 6 for all video storage to reduce
the likelihood of catastrophic failure.

¢ Enterprise-grade hard drives are highly recommended to handle constant video recording.

® The server operating system and this software should be installed on a dedicated, mirrored operating sys-
tem drive.

e Servers should always be UPS-powered to avoid data corruption during power failure.

IMPORTANT:

¢ In regard to the time synchronization of this software, the performance of the PC clock function may gener-
ate variation in the time of the recording image. It may cause a problem in the operation. Use an NTP server
when the more accurate time & date setting is required for the system operation.

Operating system requirements

This system must be installed on Windows Server 2012. In addition:
¢ If automatic updating is enabled, your server might stop recording video when the operating-system
restarts.
To prevent this, disable the automatic updating.
¢ Anti-virus programs should scan only the operating system and this software drives. Virus scanning should
be disabled on all video storage drives to avoid large decreases in drive performance.
¢ Port blocking is not recommended because many edge devices use multiple or dynamic port assignment.

MAC addressing requirements

This software is licensed based on MAC addressing. Servers with teamed NICs or other arrangements that
obscure the MAC require an additional USB-based NIC to provide a licensing MAC.

Networking

For the greatest system reliability and performance, the network administrator should observe the following
best practices:

¢ A dedicated VLAN and NIC port for all cameras.

¢ A dedicated VLAN and NIC port for storage networks (if used).

¢ A separate VLAN and NIC for all client connections.

e Cameras and Servers should use fixed IP addresses. Clients can use DHCP.

e Camera-to-server network capacity should be twice to maximum video data rate.

¢ Server-to-thick-client network capacity should be 1.5 times the maximum total data rate of all simultane-

ously viewed cameras.

10



Software overview

License
Model Name Sub Name Ch Model # Note
1ch WV-ASRE501,
WV-ASRE501W
16ch WV-ASRE516,
Base Channel License WV-ASRE516W | "Base Channel License" is used only
32¢h WV-ASRE532, |for initial installation.
" |wv-ASREs32wW
WV-ASRE564,
64ch 1 \wv-Asreseaw
Recording Software " i [ "
oSO ot xpansin |, wv-ssssor, | ShmSEeaEen o
License WV-ASRA501W ergs) 9
Annual Software 1ch WV-ASRM501, ["Annual Software Update" is to
Update WV-ASRM501W [enable software update.
"System Transfer License" is required
System Transfer 1PC WV-ASRT500, |for when transferring the license infor-
License WV-ASRT500W [mation to other PC. (Maintenance
purpose only)

Logging in

All Servers are shipped with two operating system accounts:
1. Username: admin

Password: admin256

Privileges: computer administrator

2. Username: user
Password: user5710
Privileges: restricted user

Note:

* Panasonic recommends that the default passwords be changed by the operator and written and secured to
prevent unauthorized access or modifications to the system. As part of the initial configuration, Panasonic
recommends that the operator configure a new user on the Server with restricted privileges and change the
Client settings in the user operating system account to connect to the local Server via this user. See the
"Users" section of this manual for instructions on creating a new this system user.

When Servers start, they immediately start the system service, boot into the user account, and start the Client
software. Server log-in is not required to start video recording or communication with client PCs. All third-party
servers start this system service on startup, but user accounts and automatic login must be manually config-
ured.

The user account functionality is limited to using the Client software for maximum reliability. All server mainte-
nance tasks (such as shutting down this system service) that are not performed within the Client require logging
into the operating system's administrator account.

Each operating system user account maintains separate settings for its Client. These settings include user-
names, passwords, and network addresses required for Client to access Servers. By default, both the user and
admin operating system accounts have settings that provide administrator access to the instance of the Server
running on the local computer, which is always via the localhost (127.0.0.1) IP address.

11



Panasonic recommends that all servers be configured with one system administrator account with Remote
Desktop remote access for system support.

The Server can be accessed from multiple Client, which can be running from the same computer as the Server
or from remotely networked computers. The Server has been preconfigured with one user.

About the Client

Click the logo in the upper-right corner of the page to open the "About ASR500 Series Client" window.

1. The window lists the current version and built date.

About ASR500 Series Client -

Recording Software

e
(3 ASR500 Series

Client Version:

Built On:

Copyright (c) 2013 Panasonic System Networks Co., Lid.
Open Source Software

Main pages

This system has a main operating page, as represented by the following icon:

Config (Setup) Page allows Administrators and Power Users the ability to configure systems.

12



Config (Setup) page overview

@
ASR500 Series Client = [ = -
m Ia Recording Snllware_
26 ASR500 Series

Systems

= Add Systems
[ Client Q
[P Event Monitoring
_ Groups System Name IP Address  Connection Status License  Subscription Version Status
17 Maps 1 ASR500 52 Server 192,168.0.52 |Not connected.
Views 2 ASR500 53 Server 192.168.0.53 Not connected.
&l Tours 3 ASRS500 Series Server | 192,168.0,57 |Not connected.
@ Layouts 4 ASRS500 Series Server localhost Connected. Licensed |Updates thr NOT EN

ASR500 Series Server

=2 System

=4 Add IP Cameras

M Camera Recording
4192.168.0.101
5H 192.168.0.178
- 192.168.0.186
M 192.168.0.196
19 Audio Inputs/Outputs
@ Trigger Inputs
Alarm Qutputs

+ System Audio

{3 Storage

é Serial Profiles

-] Serial Ports

--[24 Notifications

@ Auto Export

--g* Event Linking
----- %] Schedule

Archiving Import License | | Export License Product Registration

1.24 kB/s Tuesday, January 14, 2014 £:34:59F

Config (Setup) Page allows you to configure systems, cameras, and other devices.

(D Configuration Tree (2 Systems
This tree allows you to open the various configu- This default Config page displays systems that
ration pages for each connected system. Each of have been added.
the pages is described in detail in the following
sections.

13



Add Systems

Configuration
Systems Add Systems
=] dd Systems
I Client System List System Information
Enabled Address System Name Usernam Status Hostname/IP Address: ‘ ’—
O |1e21680216 ASR300 Series Server admin Not Connecte
@ - Port: | 22609 4
O 121680215 ASRS00 Series Server admin Not Connecte
L] O Use Single Sign-On
(O Always prompt for credentials @
@ Use credentials entered below:
Usemame: | |
Password: | |
LAN Local @
@ Ne Delet Apph
Find Systems | Import/Export
[ Show existing systems
et A1 @ pessmmnae [ L L Jae [ fa ] | Qi
Add  Address System Name Model Serial
Add Selected

(1 To add a system, click the [New] button.

(Alternatively, you can find a system, as discussed
below.)

(2 The new system is added to the "System List".

The "System Information" fields are enabled.

(3 Enter the system's hostname or IP address.

Contact the system administrator for details.

(@) By default, the port number is 22609; change this

only if necessary for your network configuration.

(5 Select one of the following login methods:

¢ "Use Single Sign-On" cannot be used for
ASR500.

* To require a username and password entry
every time the Client is started, select "Always
prompt for credentials".

* To automatically log in to the system every
time the Client is started, select "Use creden-
tials entered below". Then enter a valid
Username and Password.

(® Select a "Connection Speed". It determines the

default video multistreaming speed.

@

The "Add Systems" page allows you to add systems so that you can connect to them with this System.

When finished, click the [Apply] button. If the
entered information is valid, the system is auto-
matically connected.

To disconnect or reconnect a system, select its
box in the "System List".

To find a system and its address on your network,
enter the IP address range in the "Find Systems"
tab. The first three boxes must be the first three
elements of the IP address; the fourth and fifth
boxes are used to create a range of numbers for
the final element of the IP address. Click the [Find]
button to list all systems whose |IP addresses are
in the IP address range. When the search is com-
plete (or when you click the [Stop] button, which
replaces the [Find] button), select any of the sys-
tems to add the system to the "System List" and
populate the "Hostname/IP Address" field. You
must still enter a valid username or password to
be able to connect to the system. Click the [Apply]
button when finished.

Connected systems in the "System List" also appear
in the "Configuration" tree. Disconnected systems do
not appear in the tree.

14



Import/Export Tab

Find Systems | Import/Export

Manual Import
®_| Location: | ||z| Import ||| Export ||—
®7Automatic Import
Enable: []
Type: File on startup URL on startup
Apply Cancel

(1 Enter a network location or web site where a
server configuration file is located and click the
[Import] button to load the list to the client com-
puter. (This will not delete any systems already
added.)

(2 Click the [Export] button to save the server config-
uration file for import on another system.

(3 "Automatic Import" section cannot be used for
ASR500.

15




System

The "System" page allows you to set basic system parameters for the client application. The page is separated

into the following tabs:

System Tab

The [System] tab allows you to create a name for the system, export and import settings from other systems,
import and export graphics, and manage the licensing of your system.

Configuration
Systems

£ Add Systems

- Client

-[g# Event Monitoring

System | Date/Time | Network | Update | Outbound Connections |

System

% Groups
01 Maps
Views

System Identification

License

System Name: [ ASRS00 Series Server

Tours
B Layouts
=438 ASRS00 Series Server
B 5ystem
~.[38 Storage
] Serial Ports
{8 Serial Profiles
-4 Notifications
(&) Auto Export
&P EventLinking
[ Schedule

Cancel

®

@

Settings

ress:

Subscription Expires: Updates through 8/5/2016

Licensed IP Cameras: 8 IP Cameras (2 used)

Export Appl

® Archiving

o f@ Users

Intemational Character Support

——®

(D The "MAC Address" of the system's primary net-
work adaptor is used to generate a license key. To
obtain a license key online, provide the system
MAC address to your dealer. Unlicensed Servers
can connect to only one IP device at a time.

After the dealer obtains a license key, enter the
key in this box.

After configuring your system, it is recommended
that you click the [Export] button to export system
settings to a USB or network drive and store it off-
site for recovery from a disaster or malfunction.

If you ever need to restore the settings or simply
import them from another system, click the
[Import] button and apply the saved settings.

16

(B For proper encoding of international characters,
click the [Enable] button. Carefully read the pop-
up message before confirming. This action cannot
be reversed on the server.



Date/Time Tab

The [Date/Time] tab displays the Server's time information.

System

- Date/Time | Netwark | Update

Time and Date

[ January 2014 M

Sun Mon Tue Wed Thu Fri Sat

1 2 3 4

5 5 7 8 9 10 11

12 13 15 16 17 18

19 20 21 22 23 24 25
26 27 28 29 30 3

System Time: |08:23:14PM :

Time Zone:

[ (UTC-08:00) Pacific Time (US & Canada) v} @
®psT O Standard

Time Server:

| time. windows. com

[ Enable Time Server @
IF Camera Time Server:
[]Enable Override @
O)
(D Select the time zone and daylight saving time @ If the IP cameras on the network need to synchro-
(DST) information for the server's location. nize with a time server other than the Server,

select "Enable Override" and enter the server

(2) On systems with Internet access, select "Enable address.
Time Server" and enter a valid Internet time
server. On systems without Internet access, select  (4) Click the [Apply] button to save the configuration.
"Enable Time Server" and enter an internal time
server (see your network administrator for more Note:

information).

* Though an alert message saying that the time
zone is not recognized may be displayed on
the date and time setting screen of the PC,
this does not affect the performance of this
software.

17



Network Tab
The [Network] tab displays your system's IP Address, Netmask, Gateway, and Primary DNS server.

System
| system | Date/Time | Metwork |update |
@ IP Reconnection Remote Client Bandwidth Throttliing @
300 : Seconds Apply Cancel OFF v Apply Cance
Interfaces Interface Configuration
Interface IP Address Status: C ted - 1000 Mb
Ethernet 192.168.0.57 5 Lonnec P
Description:  Intel(R) PRO/1000 MT Desktop Adapter
MAC Address:
Metwork Configuration
P Configuration: () Dynamic (@) Static

vemas: [ [55][35].[o_]
Primary DMNS: . . EI

(D Select the "IP Reconnection" setting value in sec-
onds. Click the [Apply] button.

(2 Select the correct bandwidth setting to limit net-
work traffic from the server to client computers
and iSCSI drives, and click the [Apply] button.

Note:
¢ This setting applies to outbound traffic from all
NICs in the system.

(3@ Select a network connection from the "Interfaces"
list to display its information. Systems with multi-
ple NICs have more than one entry in the list.

(@ Enter the "Interface Configuration" information for
the network connection. "Gateway" and "Primary
DNS" information is required to connect with a
network time server. Click the [Apply] button.
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Update Tab
This function cannot be used for ASR500.

| System I Date/Time I Network| Update |

System

Version:
Update Status: -
Last Status: -

[ show Advanced Options

| Chedk for Updates Version:

Update

Outbound Connections Tab
This function cannot be used for ASR500.

‘ System | Date/Time | Network | Update| Outbound Cennections |

System

Enabled:

Address: |

Status:

Apply

Cancel
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Add IP Cameras
®©

Configuration

Systems
-3 Add Systems

+--@ Client

IP Camera List

Add IP Cameras

IP Camera Information

-[gP Event Monitoring Enabled

Address

Type Model MAC

Firmware  Status

1 Groups

192,168.0.93

Panasonic  DG-NP5302 2.00

¥ Maps
[ Views
[ Tours

-J£H Layouts
=G ASRS00 Series Server

=== System

Gad Add IP Comeras

w48 System Audio

{3 Storage

ﬁ!!!

192.162.0.101  Panascnic
192.162.0.111  Panascnic

2.00
1.90

WV-5P302
DG-5C383

Connected.

Connected.

| | | Crestingnewcamen|

Device Type: |Panasonic v @
Connected. E
Hostniame/IP Address: | |

Username: | admin

Password: | LLITL)

Password Confirm: | sssas

) Serial Ports

B Serial Profiles
5] Notifications
-{8) Auto Export

New View Log

Find [P Cameras | Address IP Cameras

--g® Event Linking

["]show used cameras

7] Schedule
8 Archiving [ select all Cameras Q
@ Users
Add  Reported Name Address Type Model MAC Firmware Addressable Systems ™
] 192.168.0.93 Panasonic NP502 o
@—'“ O 192.168.0.101 Panasonic SP302 Mo
O 192,168.0.111 Panasonic 5C385 Mo
O 192.168.0.112 Panasonic NW5025 Mo w

Rescan Network.
T

Server last scanned for IP cameras on 2f12/2015 at 1:58:24 PM.

®

The "Add IP Cameras" page allows you to add IP cameras and devices to the system and configure their set-
tings. The following features are available on the IP Cameras page:

(D The "Find IP Cameras" tab

scans for supported IP

cameras available on the same network that the
system is connected to. If you don't see an IP

camera that you expect to see on the network,

verify that the camera has been configured and
that the camera can be pinged from a command

prompt. If you make any changes to an IP cam-

era, click the [Rescan Network] button and check

whether it is listed.

Note:

¢ |f you need to confirm which camera you are
installing, right-click the camera in the "IP
Camera List" or "Find IP Cameras" list to
access the camera's website and view a video

image.

(@ Enter a username, password, and IP address as
configured on the camera.

(® Click the [Apply] button to save the camera con-
figuration.

(® To enable a camera, select its checkbox in the "IP
Camera List". The number of cameras you can
enable is subject to licensing limits.

The camera should now also be listed in the

"Configuration” tree.

type as follows:

e |f the appropriate manufacturer-specific driver

Alternatively, you can manually add a camera by
clicking the [New] button and selecting the device

Select a camera in the "Find IP Cameras" list to
add it to the "IP Camera List".

Note:

"Address IP Camera" tab

This function cannot be used for ASR500.
* When camera is registered, deleted, or settings

are changed, the setting of ASM200/ASM970 is
required.

¢ Refer to the Operating Instructions of ASM200/
ASM970 for further information.

IMPORTANT:

is shown in the list, select it.
¢ |f that is not available and the device is ONVIF-
compliant, select the ONVIF driver. (The level

of integration can vary by manufacturer or

model.)

¢ In the process of camera registration, this soft-

ware configures the NTP setting of the camera to
be registered. Once the NTP setting is configured
by this software, do not manually change the NTP
setting of the camera.

¢ RTSP-compliant cameras can stream video
but not motion detection or camera configura-

tion data.
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IP Camera Recording

® 9

Configuration i
— Camera Recording
£ Add Systems Fiters EEta
o [ Client = Types [IFrame Rate (fos): |1 Resolution: [IFormat: | PEG [ Qualty: |1 L
[ Event Monitering | @[ Panasonic
% Groups =[] Recording Statuses = ==
{0 Maps Continuous Recording
Views Continuous Recording (in | :
Tours Event Recording ¥]select All Cameras = ]
- Layouts
g y Motien Recarding Input . CameraName 1P Address  Connection Status Video D rd Status MAC Address Type ~ Model  Firmware] Frame Rate Resolution  Format Quality
=87 ASR00 Series Server Motion Recording (in moi 1 192,168.0,101]192. 168.0, 101 | Connected Yes lotion Recarding Panasonic WV-5P302 /181 |1 C40x380 || JPEG v} 5
55.£ System [ Recording Disabled 168.0. 8.0, ; ‘ o e
&M Add IP Cameras [ ooring e 1 192.168.0.178  192.166.0,178 Connected Yes Jotion Recording Panasonic WVHPS02 181 |1 [ 640x330 |v|PEGLY 5 |v]
ch L oA Scheduled OFf 1 192,168.0, 186 192, 168.0, 186 | Connected Yes ontinuous Recording Panasonic WVHS202 111 |31 L |640x480 || JPEG v 5 v
B =[] Connection Statuses 1 192.168.0, 196 152,163.0,186 Connected Yes ontinuous Recording Panasonic WVAPS02 181 |1 v|s40x360 [v]irEc[v]s [v
) Audio Inputs/Qutputs ] Connected . B T
4| Trigger Inputs Connecting
£ K Alarm Outputs Disabled
& System Audia 3 Mot Connected 5
-3 Storage Video Loss
£ Serial Profiles %[ Reselutions
A Serial Parts iV e40as0
Notifications i 640:480
(®) Auto Export g Frame Rates (fps)
&P Event Linking Pl
B Schedule = Formats
-8 Archiving H IPEG
& Users = Qualities
5
< [0 >

®

The "Camera Recording" page allows you to enable IP cameras to record video and configure recording set-
tings. The following features are available on the IP Cameras page:

(1 The "Filters" list allows you to select which cam-
eras are displayed in the "Cameras" list, based on
categories such as camera type, recording status,
resolution, and more.

(2) The "Cameras" list displays all cameras on the
selected server that match the criteria selected in
the "Filters" list. Cameras can be sorted by click-
ing the title of any column. Several of the columns
can also be hidden or displayed by right-clicking
any column title, although the checkboxes, cam-
era names, and recording settings (frame rate,
resolution, format, and quality) cannot be hidden.

(3@ To search for a camera in the list, enter text in the
"Search" field. If any of the information about a
camera entry matches the search text in any dis-
played column, the camera entry is shown; all
other camera entries are hidden. To display the
rest of the cameras that match the Filter criteria,
delete the text in the "Search" field.

(@) The "Enable" column contains check boxes that
allow you to enable or disable recording from that
camera. By default, the check box is selected if a
signal is detected; however, you can manually dis-
able recording on a camera that is connected and
sending a signal to the system.
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(® Recording settings can be changed individually

for a camera by selecting any of the drop-down
lists in the "Frame Rate", "Resolution”, "Format",
and "Quality" columns. The options available in
each drop-down list can vary by manufacturer
and model. If a drop-down list is not displayed for
a camera in any of the fields, the camera does not
support any other settings for that parameter.

(® Alternatively, to apply a quality setting to multiple

cameras simultaneously, select the checkbox in
the first column for each applicable camera (or
select the "Select All Cameras" checkbox), select
"Quality" checkbox, choose a video quality from
the drop-down list, and click the [Apply to
Cameras Grid] button. The quality should now be
modified for all selected cameras, as shown in the
"Quality" column in the "Cameras" list.

(@ Click the [Apply] button to activate any changes.

IMPORTANT:
¢ [t may take time to find images recorded with

"JPEG/1 fps" when using client software
(ASM200/ASM970) to search. To search
smoothly, set the frame rate to 2 fps or more and
select the recording format other than JPEG, for
example H.264.




Con
Systems

52 Add Systems
- Client

g Event Monitoring

BE Layouts
=G ASRS00 Series Server
- System
%M Add IP Cameras
= §i¥ sDVRE516
P s Recorsin)
L) Audio Inputs/Outputs
48] Trigger Inputs

[ Video Output 1
L@ Video Output 2
& storage
£ Serial Profiles
]| Serial Ports
[ Notifications
{8 Auto Export
-g® Event Linking
[ Schedule
= Archiving

& Users

This function cannot be used for ASR500.

Analog Camera Recording

Filters

=¥ Recording Statuses
Continuous Recording
Continuous Recording (in
Event Recording

Motion Recording
Metion Recording (in mo|
Recording Disabled
Scheduled Off
Resolutions

Camera Recording

Configuration
[_]Frame Rate (fps): | 1 Resolution: | 2CIF [IFormat: | PEG [l Quality: |1

| 4CIF ‘ | 2CIF ‘ ‘ CIF Apply to Cameras Grid

Cameras

Select All Cameras Q [x]

Input Camera Name Video Detected Enable Record Status Model Firmware ». Frame Rate Resolution Format  Quality
2 Analog -Main Hal Yes Continuous Recording SDVRE516 6.2.0.26 30 v[acr  [v[irEG [v]10 [v]
3 Analog - Vestibule Yes Continuous Recording sDVRE516 6.2.0.26 15 264 E‘
5 Analog - Color Bars Yes Continuous Recording sDVRE516 6.2.0.26 15 E‘
6 Analog - Front Door Yes Continuous Recording sDVRB516 6.2.0.26 15 E‘
8 Analog - Front Parking | Yes Continuous Recording sDVRE516 6.2.0.26 15 [v]
10 Analog - Ops Entry Yes Continuous Recording sDVRE516 6.2.0.26 15 [v]
11 Analog - West Door Yes Continuous Recording sDVRE516 |6.2.0.26 15 zl
12 Analog - West Windows Yes Continuous Recording sDVR6516 |6.2.0.26 15 zl
13 Analog - Back Lot Yes Continuous Recording sDVR6516 |6.2.0.26 15 zl
14 Analog - 5 Double Door  Yes Continuous Recording sDVR6516 |6.2.0.26 15 zl
16 Analog - Server Room  Yes Continuous Recording sDVRE516 |6.2.0.26 15 z‘
1 Anzlog - TV Yes Continuous Recording {in mation) SDVRE516 6.2.0.26 |30 [v]
4 Anzlog - DVD Tes Continuous Recording {in mation) SDVRE516 6.2.0.26 |15 [v]
7 Anslog-Front Cafe  Yes Continuous Recording (in motion) sDVRG516 6.2.0.26 15 [v]
9 Analog - Disco Bal Yes Motin Recarding SDVRE516 6.2.0.%6 15 [v]
15 Analog - Doar - [ Recording Disabled SDVRE516 6.2.0.25

Displaying 16 of 16 cameras

o
&

Apply

ncel
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Camera Settings

Configuration

Systems
D Add Systems
W & Client
[P Event Monitoring
% Groups
0 Mops
:.[H

Views

[ Tours
. [HH Layouts
—@ ASR500 Series Server
2.2 System

=N Add IP Cameras
&N Camera Recording
: & Camera

N Camera

-
9 Audic Inputs/Outputs
Trigger Inputs

- fE Alarm Outputs

{3 Storage
& Serial Profiles
-]l Serial Ports
-.g® Event Linking

[F| Schedule

Camera Settings

.|
o

Panasonic BE-5C384

IP Address:
MAC Address:
Firmware:
Resolution:
Image Rate:
Avg Image Size:

Recording Mode:

192.168.0.202

2.00
1280x960
1fps

128925 Bytes
Scheduled Off

Multistreaming

Context 1

[sen | ——@

®

& Users

Display |As;oc\atlons | Video I Recording | Motion | Mechanical PTZ | Digital PTZ / FIShEyEI Schedule ||

8 Archiving
[ Motifications
-{B) Auto Export

MName: |Camera

Font: Size:

The "Camera Settings" page is where you configure the individual IP and analog camera settings such as cam-
era hame, onscreen display, PTZ settings, video settings, recording quality and motion and video masks. This
page is similar for IP and analog cameras, but certain features might be unavailable depending on the type of
camera you are configuring. The following features are available on the "Camera Settings" page:

Note:

¢ Note that the settings of this program and the target camera may have different meanings. For example, if
you set the JPEG image (Quality) to "1" in this program, "9" (Low quality) will be set to the camera.

(1 Use the "Configuration” tree to select the camera
that you want to configure.

@ A live view of the selected camera is displayed.
(3 Basic information about the camera is listed.

(@ The multistreaming feature appears only for cam-
eras that support multistreaming. It allows you to
create streams with different video settings or
regions of interest from a single camera view. For
example, you might want to limit video quality for
remote clients while displaying the same camera
in high quality for local clients. Each stream can
have custom recording schedules, storage rules,
and event triggers.
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Each camera has a different limit to the number of
streams that can be added. The drop-down list
shows the next context (stream) number available;
click the [Add Stream] button to name the new
context. You can then adjust the quality settings
for the stream, or modify the "Crop Window" sec-
tion (== page 26) to create a region of interest. The
new stream is listed in the "Configuration" tree as
a child of the main camera. To delete a stream,
select it in the tree and click the [Delete Stream]
button.

() A series of tabs allows you to complete the rest of

the camera's configuration, as described in the

following sections.

Note:
e "Associations" tab
This function cannot be used for ASR500.




IMPORTANT:

¢ The tabs available for each camera, the settings
available on each tab, and the options available
for each setting can vary greatly among camera
manufacturers and models. If you see a setting in
the following sections that does not appear
onscreen, that setting is not available for that
camera.

e Many IP camera settings that are not available in
this system can be accessed through the cam-
era's web page. To view an IP camera's web
page, click the hyperlink in the "IP Address" field.
If you don't see a hyperlink beside the "IP
Address" field, it could be for one of two reasons:
A. You are not logged in to the operating system

with administrative privileges. You must log in
to operating system account with administra-
tive privileges to access the hyperlink.

B. Your client computer is not located on the
same IP subnet as the IP camera. This could
occur if you are using the client from a home
computer to access a server at your office, for
example. This restriction should cause few
issues because camera website settings are
typically changed only during initial configura-
tion.

Note:

¢ When camera is registered, deleted, or settings
are changed, the setting of ASM200/ASM970 is
required.

¢ Refer to the Operating Instructions of ASM200/
ASM970 for further information.
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Display Tab

Display |'u'ideo I Recording I Motion I Mechanical PTZ I Digital PTZ / Fisheye I Schedule |

(D————— Name: |Camera | Font: ———(3)
Arial
@—— Position: |T0|3-Leﬂ: vl
|:| MName Time |:| Timezone |:| Date Effects
[ vellow
Bold

(1 Enter a name for the camera.

(2 Select the position of the onscreen display (OSD)
of the camera, along with the camera information
included in the display.

(3@ Select a font and size of the OSD.

(@ Select the color of the OSD, along with bold/italics
options.

(® To enable changes of settings on this tab, click
the [Apply] button.

(® To enable the settings on this tab to multiple cam-
eras on the server, click the [Apply To...] button.
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Video Tab

Note:

¢ The following settings on the "Camera Settings" page are not available on RTSP interfaces, and they vary

on ONVIF and certain proprietary interfaces.

| Display | Video |Recording I Mation | Mechanical FTZ I Digital FTZ J Fisheye I Schedule |

Erightness: 50% [}
O Contrast: 50% !
Saturation: 50% [}
@— Wide Dynamic Range
O Disable
® Level: 50 [l
Apply Defaults

(D The sliders allow you to adjust the image as it is
displayed on your screen.

(2 "Rotate" and "Mirror" allow you to change the ori-
entation of the camera's video. This can be useful
if the camera's mount points the camera in a
direction that causes video to be displayed verti-
cally instead of horizontally.

(® "Wide Dynamic Range" allows you to compensate
for very bright or dim lighting in the area where the
camera is installed.

(@ Click the [Auto Focus] button allows you to adjust
the clarity of the camera view.

(® "Crop Window", available on certain IP cameras,
allows you to crop unimportant portions of a cam-
era image in order to save disk space. Click the
[Edit] button and then use the mouse cursor to
draw a box on the video window. This box will be
the portion of the camera's view that will be
recorded and displayed (the rest of the view will
be ignored). Click the [Apply] button to activate
the crop; click the [Edit], [Clear], and [Apply] but-
tons to deactivate the crop.
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Video Mask
Clear Apply Cancel @
Crop Window

Ed Ce . Cance ®

(® The following types of masks can be created on

cameras connected to this system:
¢ A "Motion Mask" is an area of a video window
where motion is ignored.
¢ A "Video Mask" is used to block an area of a
camera's view so that it cannot be seen
onscreen in live or recorded video.

Note:
¢ The type of masks available varies by camera. The

following special section contains more detailed
information about masks.




Motion Mask, Video Mask, and Motion Window

A motion mask reduces unwanted recording by ignoring motion events that occur in certain areas of an image.
For example, if a camera is pointed at a room that has a moving ceiling fan in the field of view, you can avoid
continuous motion recording by masking out the fan while still recording motion that occurs in the rest of the

camera's field of view.

"Motion Mask" save storage space, extend recording time, and make it easier to visually see motion events on
the video timeline. A motion window is simply the opposite of a motion mask.

To create a motion window, complete the following steps:

(D Press the [Edit] button shown in the "Motion
Window" of the "Camera Settings" page.

(2 To add a "Motion Window", press the [Add] but-
ton.
The blue rectangle will be displayed on the live
video from the camera.
Draw masks on the live video.
Adjust the "Sensitivity" and "Percentage" by mov-
ing each slider.
Select "Include" or "Exclude".
Repeat step 2 until desired area is obtained.

(3 To delete a mask, click the masks tab first, and
press the [Remove] button.
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(@ Click the [Apply] button to enable the motion
mask or motion window.

To create a motion mask, complete the following
steps:

(D Press the [Edit] button shown in the "Motion
Mask" of the "Camera Settings" page.

(2 To add a "Motion Mask" , click on the live video
from the camera.
The blue rectangle will be displayed.

(3@ Click the [Apply] button to enable the motion
mask.

To delete a motion mask or window, click the [Edit],
[Clear], and [Apply] button.



A "Video Mask" is used to block an area of a camera's view so that it cannot be seen onscreen in live or
recorded video. This can be useful if you don't want system users to see a combination safe or keypad that is
in the camera's field of view, for example.

To create a video mask, complete the following steps:

(1 On the "Camera Settings page", click the [Edit]
button in the "Video Mask" section. This displays
a yellow grid over the live video from the camera.

(2 Draw the mask directly in the grid by left-clicking
while dragging the cursor over the area of the grid
you want to mask. A green rectangle indicates the
masked area.

Click the [Apply] button. The yellow grid disap-
pears and green rectangle is replaced by a solid
gray rectangle. This area is now masked from
both live and recorded video. To clear the mask,
click the [Clear] button.
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Recording Tab

Note:

¢ The following settings on the "Camera Settings" page are not available on RTSP interfaces, and they vary
on ONVIF and certain proprietary interfaces.

Display | Video | Recording | Mation | Mechanical PTZ | Digital PTZ / Fisheye | Schedule

( i J——— Eniable:
(@)—— quality: 8 [}

@— Format: H.264 v
@— Resolution: 320x240 v

Apply Cancel Apply Defaults

! !

(1 Select "Enable" to record video from the camera
based on the configured schedule.

(2 The "Quality" slider allows you to modify the
image quality by increasing or decreasing its size.
Decreasing image quality saves disk space by
reducing the size of the video as it is recorded.
(1:Low <- 5:Normal -> 10:Fine)

(3 The "Format" setting allows you to select the
compression format.

(@ The "Resolution" setting allows you to select the
size of the video.

(® The "Image Rate" setting allows you to select the
number of images recorded per second from the
camera.

(® Click the [Apply] button to enable changes, or

[Apply Defaults] button to revert to the factory
default settings.
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Motion Tab

Note:
¢ The following settings on the "Camera Settings" page are not available on RTSP interfaces, and they vary
on ONVIF and certain proprietary interfaces.

| Display | Video I Recording | Motion |Mechanical PTZ | Digital PTZ  Fisheye | Schedule

@— Pre Motion (sec): 1 =[]
@— Post Motion (sec): 1 =)
@— Maotion Window
Add 1 2 3 4
Indude Exdude
Apply Defaults

(1 The "Pre Motion" slider adjusts the number of
seconds of video that are saved before the motion
event occurs. For example, suppose "Pre Motion"
is set to 5; when you play back motion video from
that camera, you will see five seconds of video
that was recorded before the motion event
occurred, followed by the motion event itself.

(@ The "Post Motion" slider is the same as "Pre
Motion", except that the slider adjusts the number
of seconds of video that are saved after the
motion event has completed.

(3 The "Sensitivity" slider allows you to configure
how much motion must occur in the camera's
view to trigger motion recording (if enabled on the
"Schedule" page). A low sensitivity setting can
reduce false motion created by video noise or
shadows.

(@ For more information about motion masks and
motion windows, see the special information in

the "Video Tab" section.

(® Click the [Apply Defaults] button to revert to the
factory default settings.
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Mechanical PTZ Tab

This tab contains two additional tabs: [Settings] and [Presets].

The [Settings] tab allows you to configure the COM port and address of the PTZ camera.

| Display | video | Recording | Motion | Mechanical PTZ | pigital PTZ / Fisheye | Schedule

Settings | Presets

@— Serial Port:  |IP

Protocol: Panasonic

Pan/Tilt

Speed U
Zoom

out-In

Speed D

(1 Select the camera's COM port from the "Serial
Port" drop-down list. This port is configured on
the "Serial Ports" page.

Select the camera's Address as configured on the
camera hardware. (The protocol is automatically
displayed based on the "Serial Port" selected.)
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The [Presets] tab allows you to configure PTZ presets on the camera.

| Display I Video | Recording IMoh’on | Mechanical PTZ |Digi13| PTZ [ Fisheye IScheduIe |

Presets

Fan,Tilt

1 MNew Preset1

Presets Preset Tour

Enable

: 0—@©@ <[] —®

(<]

2 New Preset 2 o New Preset 2 E| IE‘
3 MNew Preset3 nee s Mew Preset 3 Speed U
@ <« Remove oom
é) Out-In _@
Speed O
Presets: 354 Presets: 2/54
@ New Delete Resume Time (sec): : @
@ MName: Dwell Time (sec): =
Apply Cancel App! Cance
® @
(D Click the [New] button. "Resume Time" is the number of seconds that
certain PTZ functions (such as a tour, a linked
(2) Use the buttons of "Pan/Tilt" to point the camera event, or a soft trigger) can resume after a user
at the desired preset location. If the camera manually controls PTZ functions. "Dwell Time" is
moves too quickly or too slowly, move the the amount of time that the camera stays on each
"Speed" slider left (slower) or right (faster). preset.
(® Adjust the "Zoom" settings as desired. (@ Select "Enable" to activate the tour.
(@ Enter a name or number for the preset in the Select the [Apply] button to complete the process.

"Name" field.
(® Click the [Apply] button to enable the preset.

(® The preset is listed under "Presets". The total
number of presets configured and supported is
shown under the list.

(@ To create a "Preset Tour", select a preset from the
"Presets" list and click [Add>>] button to show it
in the "Preset Tour" list.

Repeat for each remaining preset that you want to
include in the tour. You can re-order the presets in
the "Preset Tour" list by clicking and dragging
them to the desired place in the tour. To delete a
preset from the tour, select it in the "Preset Tour"
list and click the [<<Remove] button. A preset can
be included multiple times in the tour.
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Digital PTZ/Fisheye Tab

| Display I Video I Recording I Motion I Mechanical PTZ | Digital PTZ / Fisheye |5chedu|e

Settings Presets Pan/Tilt
@ [w|Enable 1 MNew Preset 1 IE‘@
@——“Normal v ” I: @
e[+][w]
Speed U
Zoom
Out-In ©)
Speed U
Presets: 116
@— Delete
@—Name:
(D This feature is available even if the camera is not Note:
mechanically capable of PTZ functions. ¢ When you create a PTZ preset, it is initially named
"New Preset 1" by default. Then, if a PTZ preset
(2 Use the buttons of "Pan/Tilt" to point the camera named "New Preset 1" exists, the next PTZ preset
at the desired preset location. If the camera is named "New Preset 2". However, if you create
moves too quickly or too slowly, move the a new digital preset, it will also be named "New
"Speed" slider left (slower) or right (faster). Preset 1", regardless of whether there is already a
PTZ preset with that name. To avoid having both
(3 Adijust the "Zoom" setting as desired. a PTZ preset and a digital preset with the same
name, make sure you enter a unique name for
(@) Click the [New] button to enable the preset. each preset that you create.

(® Enter a name or number for the preset in the
"Name" field.

(® The preset is listed under "Presets". The total
number of presets configured and supported is
shown under the list.

(@ Select a "Mode" for cameras with this system-
supported fisheye lenses. If you select
"ImmerVision", additional drop-down lists appear
that allow you to select a model and mounting
options.
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Schedule Tab

Note:

¢ This tab allows you to create a recording schedule specifically for this camera. The [Schedule] tab includes
additional options for creating a schedule for all cameras on the server.

(@ In the grid, draw a rectangle that corresponds to the hours for each device that you want to schedule.

(2) When you hover the cursor over a square, note the details displayed in the "Information" section.

(3@ Select the appropriate setting button to determine whether video should always be recorded from this cam-
era "Free Run", or only when "Motion" or "Alarm" events occur.

(@ To configure time-lapse recording, select the number of images you want to record every second or minute,
and then click the [Set] button.

(B Click the [Apply] button to enable the schedule for this camera, or click the [Apply To...] button if you want
to enable the schedule on all cameras on the server.

©)

| Display | video | Recording | Motion | Mechanical PTZ | Digital PTZ / Fisheye | Schedule |

Legend

Event Recording: E

Camera Time Lapse: D

Setting

Capture an image every | 1

Alarm

Camera Time Lapse

Lal
|v |Seconds v|

Clear

AM ]| PM

Sunday

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

12| 1] 2] 3] 4

6| 7| 8| sjipji1j12) 1| 2] 3| 4| 5

Information

®_ Time Span:

Time Lapse: Record Setting: Event Recordings:

Apply
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Serial Profiles

The "Serial Profiles" page enables the Server to integrate with serial data devices such as point-of-sale (POS)

and bank machine systems.

®

@

Configuration

Systems
& Add Systems

Serial Profiles
Data Retention

w0 [ Client =
68 Fvent Monitoring Days ta Retanpata: :
“h Graups Profile Selection Serial Preview Profile Configuration
] maps
Views Com2 Profie 1 PortName: [coM1 v Name: [ Com1Profile 1 P : )
Tours
E Layouts Port Status:  Connected. SOT marker: | Start }_ ( i )
= By ASRS00 Series Server Show Raw Data e - @
Marker Type: |Standar v
& g System beginincident ~ (=
Storage incidentld=1234568
EOT marker: | End e : )
] serial Ports starTime=2015-03-06T12:15:23.825 markers | —
¥=Y Serial Profiles ”79133“54 Case Sensitive:
ruleld=10;
B Notifications @
ruleName=Loitering — Font Sample
{2) Auto Export endRule @
Event Linkin beginSoi
’j Schedule 9 soilde3 @ Event Keywords | Line Masks | String Replacements | Rules |
8 Archiving inﬂg‘;z'i“ﬁ:ﬂo‘ [ select Al
& Users activity=ObjectLoitering String Enable
object=Person [ bagel
targetlds=1234567
Hamb: v
priority=Medium [ [Hamburger
aborted=false
falseAlarm=false
endincident
beginclip
incidentld=7654321
uri=/clipsi2015/03/06/12/1/2015_03_06.mp4
[[] case Sensitive
v
New
< >
=1 =1 O

(D To view an existing profile, select it from the list.

(2 To add a new profile, click the [New] button below
the list of profiles.

(3 Enter a unique name in the "Name" field in the
"Profile Configuration" box.

(@ The "SOT marker" (Start of Transaction) tells this
system when the transaction has started. For
example, you could enter the first line shown on a
receipt. This entry is case-sensitive.

(B Select the marker type ("Standard" or "XML").

(® The "EOT marker" (End of Transaction) tells this
system when the transaction has ended. For
example, you could enter the last line shown on a
receipt. This entry is case-sensitive.

(@ The [Font...] button allows you to select the font.

The [Event Keywords] tab allows you to set alarms
that will be triggered through key words on a
receipt after you link the profile through the Event
Linking system.

(@ The [Line Masks] and [String Replacements] tabs
are discussed on the following page.
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®

The "Data Retention" section allows you to select
the number of days that serial data is stored
before it is automatically deleted.

() The "Serial Preview" section allows you to see an
example of the serial data coming through the
selected port in the selected profile. Select "Show
Raw Data" to see all the invisible characters
between lines of data (sometimes the desired EOT
or SOT is hidden in the invisible data).

(2 When finished, click the [Apply] button.

Note:
* "Rules" tab
This function cannot be used for ASR500.

The steps 7, 8, and 9 will be enabled only when
changing the existing profile.

You have now created the new serial profile. If you
entered any data in the "Event Keywords" box, you
must link the profile to the appropriate Action through
the "Event Linking" page, selecting "Serial Profile" as
the "Event Type".

Please read the important notes regarding serial
profiles on the following page.



Notes on Serial Profile:

¢ You can require case sensitivity for all strings or
all key words by selecting the appropriate "Case
Sensitive" option under each list.

¢ To enter the ESC (0x1b) ASCII character as the
SOT, EOT, mask, or key word, enter "/x1b" in the
appropriate field. CR, LF, or 80 characters termi-
nates a line.

¢ The [Send To...] button allows you to copy a
string from the "Serial Preview" section and save
it as a SOT, EOT, keyword, line mask, or string
replacement. You can also save the string from
one rule to a new rule or an existing rule. This fea-
ture helps you avoid the difficulty of typing com-
plex strings.

To use this feature, pause the serial preview dis-
play, highlight the string, click the [Send To...]
button, and select an option from the pop-up
menu.

send To...

Clipboard

Start of Transaction (S50T)
End of Transaction (EQT)
MNew Keyword

MNew Line Mask

MNew 5tring Replacement

Rule

e The [Flush] button allows you to display the next
line of data in the "Serial Preview" window, if the
serial port timeout is zero, and the data has not
reached the Max Line Length, and an EOT has not
been transmitted. See the following section for
more information about configuring serial ports.
Configured rules are available as an "Event
Source" on the "Event Linking" page. See the
"Event Linking" section for more information.
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The [Line Masks] tab allows you to black out lines so
they are not visible on the live camera or through
recorded data. (This can be used to hide credit card
information.) Enter one or more signal words in the
"String" field, and the system will black out the entire
line on the live display screen, on the search results,
or in both cases, as selected.

_E\tent Keywords | Line Masks | String Replacements

[select al

String

[] card

Search
Ul

Live

D Case Sensitive

The [String Replacements] tab allows you to modify
serial data to a human-readable format. In the
"String" column, enter information as it appears in the
serial data; in the "Replace" column, enter substitute
information that is easier to read and understand.
Select whether the strings should be replaced in
serial data on the live display screen, on the search
results, or in both cases.

[ Event Keywords | Line Masks | String Replacements |
[select al

String
[ | «personid=>
[ «/personid=

Live

Search Replace

emploee 201D\ 20
0

|:| Case Sensitive

Note:

e Certain characters must be entered in ASCII for-
mat. For example, spaces should be entered as
"/x20," and carriage returns should be entered as
"X0A." It might require several adjustments to
make the replacement text appear exactly as
desired.




Serial Ports

The "Serial Ports" page allows you to configure serial ports on this system so that they can be used to commu-
nicate with serial devices such as POS terminals or pan-tilt-zoom (PTZ) cameras. There are two "Serial Ports"
sections — one for standard UART (Universal Asynchronous Receiver/Transmitter) and one for serial ports over

IP.

© @ e 6

® @ ® ©

Configuration

Systems
{52 Add Systems

+@ Client

Uart

Serial Ports

i Il Event Monitoring Name Status Port Profile / Protacal

IBaud Rate

Data Bits Stop Bits Parity Flow Control IMax Linelength LineEnding Timeout

Y Groups

Qﬂ! Maps

LH views

L& Tours

[ Layouts

= B ASRS00 Series Server
42 System
E Storage

4B Serial Profiles

POS
ATM

[w]comt
[v]comz

COM1
com2

COM1 Profile
COM2 Profile

Open
Open

-[34 Notifications P

[w]s600
3600

[v]s

[ Mone
s

None

[v[mone
None

[v]1 [v]s0 50
[v]1 [v]s0 &

(&) Auto Export
© P Select  Use Name Status

&P Event Linking

Profile

Type Address Port MaxLlinelength  LineEnding  Timeout

O POS

[F Schedule FOs Connecting.

B Archiving

@ Users

New

IP Part of POS

[V]Tce 192.168.0.57 12345 a0 0

For a UART serial port, connect the wires to the serial port and then configure the port. The system automati-
cally detects and displays the serial ports. You can configure the following settings on each port:

®

@

®

®

Select the intended use of the serial port from the
drop-down list in the "Use" column. The choices
are "Unused", "PTZ" (pan/tilt/zoom), "POS" (point
of sale), "ATM" (automatic teller machine), or
"Access Ctrl". Generally, the POS mode is used to
record transactions at a cash register. By default,
the last serial port listed is the built-in RS-485
port.

Enter a unique name in the "Name" field.

The "Status" column displays the current status of
the serial port.

The "Port" is automatically selected by the
Operating System.

The "Profile/Protocol" column allows you to select
one of the profiles configured on the "Serial
Profile" page.

The "Baud Rate", "Data Bits", "Stop Bits",
"Parity", and "Flow Control" must match the
device you are connecting to. See the device's
documentation for more information.

@
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The "Max Line Length" is 80 by default. Generally,
you should not change this.

"Line Ending" is the number of characters
received before an end-of-line character is
inserted automatically. This prevents lines from
becoming extremely large.

"Timeout" is the number of seconds after which
an end-of-line character is entered if a serial
device has not sent text. This is useful if the serial
data does not have an end-of-line character but it
hasn't reached the number of characters entered
in "Line Ending".

When you are finished, save the settings by click-
ing the [Apply] button at the bottom of the list.



The "IP" section is explained as follows.

@

@
|

©)

Status Profile

Type

Address Port Max Line Length Line Ending Timeout

Connecting. IP Port of POS

[v]Tcr

30 &0

lE‘ 192.168.0.57 12345

For serial over IP, you must add the port by clicking the [New] button; the system does not automatically detect
and list IP serial ports.
You can configure the following settings on each port:

®

@
®

Select the intended use of the port ("Unused",
"POS", "ATM", or "Access Cirl").

Enter a unique and descriptive name for the port.

The "Status" column displays whether the port is
currently connected.

Select a profile from the drop-down list. "Profile",
which are created on the "Serial Profiles" page,
are used to filter an incoming serial string to iso-
late useful information.

Select the transport type as defined by the source
device manufacturer's documentation.

Enter the IP address of the source device.

Enter the TCP port of the source device as
defined by the device manufacturer's documenta-
tion.

Enter the maximum number of characters per line
sent by the source device. If you are unsure of the
correct value, use the default setting of 80. Setting
this number too low could result in missing char-
acters at the end of certain lines.

"Line Ending" is the number of characters
received before an end-of-line character is
inserted automatically. This prevents lines from
becoming extremely large.
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@

"Timeout" is the number of seconds after which
an end-of-line character is entered if a serial
device has not sent text. This is useful if the serial
data does not have an end-of-line character but it
hasn't reached the number of characters entered
in "Line Ending".

To delete an IP port, choose its "Select" checkbox
and click the [Delete] button.

When you are finished, save the settings by click-
ing the [Apply] button at the bottom of the list.



Audio Inputs/Outputs

Configuration

Systemns
8 Add Systems
o8 Client

[P Event Monitoring

Layouts

ASR500 Series Server
System

— &l Add IP Cameras

@ Trigger Inputs

AE Alarm Qutputs
-5 System Audio

|3 Storage

é Serial Profiles

-] Serial Ports

-.[24] Motifications

@ Auto Export

..... & Event Linking

..... % Schedule

..... B Archiving

=N Camera Recording

B o npurs Output]

Audio:

Panasonic WY-5P302:

1

Panasonic WY-NP502:

1

Panasonic WV-N5202:

1

Panasonic WY-NP502:

1

Audio Inputs/Outputs
Chananlcl::il:l}ame: Ef::{: Communication:

O

Input 1 Enabled

Input 1 Enabled

Input 1 Enabled

Recording
Mode:

Scheduled Off

Recording Disabled

Recording Disabled

Recording Disabled

Enter a name for the audio input channel.

Select "Enabled" to enable audio recording on the

input.

Repeat this process until all audio inputs have
been named, and then click the [Apply] button.

Click the [Listen] button to verify the audio input
connected to a channel. This is sometimes helpful
when assigning names to multiple audio inputs.

The "Recording Mode" column shows the record-

ing mode selected for the audio input on the

"Schedule" page.
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Trigger Inputs

Configuration

S etems Trigger Inputs
53 Add Systems
+@ Client Trigger Input: Trigger Name: Normal State: Status:
' Panasonic WV-NP502: ’—@ —3)
1 @ @®no ONC :
) ®no  ONC NORMAL
ASR500 Series Server i
Panasonic WV-N5202:
=52 System
=& Add IP Cameras 1 ®no Onc INORMAL |
. - Camera Recording
109 Audio Inputs/Outputs _ ~
& 2 ®@no Onc INORMAL |
n Alarm Qutputs
B8 System Audio Panasonic WV-MP502:
-3 Storage
é Serial Profiles 1 ®no  ONC NORMAL
-]l Serial Ports
-[54 Motifications 2 ®no ONC INORMAL
Auto Export
----- & Event Linking
..... %] Schedule Apply Cancel
..... B Archiving
----- & Users

@

The "Trigger Inputs" page allows you to assign a name and configuration to the discrete inputs on hybrid sys-
tems and certain IP cameras with alarm inputs. These triggers can be configured to trigger video recording or a
relay using the "Event Linking" page.

(1 Enter a name for each trigger input in the "Trigger
Name" column.

(2 Configure the trigger input's "Normal State" as
Normally Open (NO) or Normally Closed (NC).

(3 The "Status" column indicates whether the trigger
input is in its normal (green) state or in its alarm

(red) state.

(@ When you are finished configuring trigger inputs,
click the [Apply] button.
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Alarm Outputs

Configuration
Systems Alarm Outputs
==
{8 Add Systems
+@ Client Alarm Qutput: Alarm Name: Mormal State: Status:
[# Event Monitoring Panasanic WV-5P302: ’—C) —03)
1% Groups
g L O—fmmeme ] On o
! Views
S| Tours Panasonic WY-NP502:
@ Layouts
5% ASRS00 Series Server 1 OH ®lLo INORMAL |
=8 System
=% N Add IP Cameras Panasonic WY-NS202:
. - Camera Recording
) Audio Inputs/Outputs 1 OH @ Lo INORMAL
53 Trigger Inputs
' 1/larm Outputs Panasanic WY-NPS02:
+- ¥ System Audio
-8 Storege 1 OH @l NORMAL
42 Serial Profiles
-]l Serial Ports
-5 Motifications e
Auto Export
----- &° Event Linking
----- |77 Schedule @
..... = Archiving
----- & Users

The "Alarm Outputs" page allows you to assign a name and configuration to the alarm outputs on hybrid sys-
tems and certain IP cameras.

(D Enter a name for each alarm output in the "Alarm
Name" column.

(2 Configure the alarm output's "Normal State" as
"Hi" (5VDC) or "Lo" (OVDC).

(3 The "Status" column indicates whether the alarm
output is in its normal (green) state or in its alarm
(red) state.

The output can be triggered to alarm state by an
event configured on the "Event Linking" page.

(@ When you are finished configuring alarm outputs,
click the [Apply] button.
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Video Output

This function cannot be used for ASR500.

Configuration

Systems
F2 Add Systems

& Client

[# Event Monitoring

ASR500 Series Server
= System
+-&N Add IP Cameras
=¥ sDVRE516
4520 Camera Recording
1 Audio Inputs/Qutputs

@ Trigger Inputs

AE Alarm Outputs
B
= Video Output 2
{38 Storage

é Serial Profiles

-] Serial Ports

-.[54 Motifications

Auto Export

..... f Event Linking

..... [F] Schedule

..... B Archiving

----- & Users

Video Output

Edit Video Output Tour
Layout
O bl D22

Dwell Time = 5.0 sec

Apply

Cameras in Tour

® 33 (O 4x4

U

Cancel

[] sDVR6516

Input2
Input3
Inputd
..... [ Inputs
----- [ Inputs
----- [ Input7
----- [ Inputs
----- [ Inputs
..... [] Input10
----- [ Inputi1
..... [] Input12
----- [ Inputiz
..... [] Input14
----- [ Inputis
..... [] Input16
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Storage

The "Storage" page allows you to configure the system's hard drives for video storage and monitor the health
of drives and RAID arrays. The following tabs are available on the "Storage" page:

¢ The [Drive] tab displays all the installed drives, their capacity, available storage space, and status.
¢ The [Extended] tab allows you to configure drives on extended storage servers.
¢ The [Hardware] tab allows you to monitor attributes of each hard drive and RAID controller.

Drive Tab

The following features are available on the [Drive] tab:

Configuration

Systems
L. Add Systems
& [ Client Drive | Extended | Hardware
L[ Event Monitaring
L 2 Groups

Storage

Content Age Bookmark Storage

Total Bookmarks: 0

] Maps

Views

Tours

Layouts

= ASR500 Series Server
- System

7] Serial Ports
L@ Serial Profiles
L4 Notifications
(@ Auto Export
P Event Linking
%] Schedule
8 Archiving

L Users

@

Drive Configuration

@
@

Expiration Configuration

Name:

ci\

1)

Desired: EI: days

Oldest Content: 169 Days 17 Hours

Capacity:  Enabled: Video Space:

0GB

[CJEnabled 90%

0GB nabIEd

@ Camera 1
M Camera 1
M Camera 3

Size on Disk:  0.00 kB

Oldest Content: -

Used Space:

0%

Status:

Disabled

Healthy

é@o —

Cameras Type Days

W Camera 4

®

Type: Days: | 7

(D The system drive ("C:\") is reserved for this sys-
tem software and operating system and is not
enabled for video storage. Do not record video to
this drive. (@ "Oldest Content" indicates the age of the oldest

video recorded on this system. This does not

affect cameras added in the "Expiration

(® "Status" displays the current state of the hard
drive.

(2) The storage drives are listed below the system

drive. Configuration" section.
(3 To enable a drive for video storage, select its "Expiration Configuration" allows you to set mini-
"Enabled" box. mum or maximum time periods for video from

each camera to be stored. For example, you could
configure one camera's video to be stored for at
least 30 days before it is deleted, and another
camera's to be deleted after no more than 7 days.
See the following IMPORTANT before using this

(@ To adjust the maximum amount of drive space
that can be used for data storage, adjust the
"Video Space" slider for each storage drive.

Note: feature.
¢ Performance can decrease if you set the
"Video Space" slider greater than 85 %. Note:

¢ "Bookmark Storage" section
(B "Used Space" displays how much of the hard This function cannot be used for ASR500.

drive capacity is currently full.
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IMPORTANT:

¢ The system normally retains recorded video from
all cameras for as long as possible, deleting the
oldest video only when required to create room
for newly recorded video. Thus, it is recom-
mended that you use the "Expiration
Configuration" feature only when necessary, such
as when video must be deleted after a specific
maximum time period as required by law.

When using the feature, the "Days of Recorded
Video" indicator should be higher than the great-
est number of minimum days configured for a
camera in the "Expiration Configuration" area. For
example, if you configure a camera's video to be
stored for at least 30 days, the "Days of Recorded
Video" indicator should be at least 30 (assuming
the system has been recording video for at least
30 days). If the "Days of Recorded Video" indica-
tor were lower than 30, video recording would
stop for that camera until the oldest video stored
from that camera got deleted (after 30 days).

To resolve issues with video expiration, you can
expand your storage capacity by adding hard
drives, reducing the minimum time that video
needs to be stored, or reducing frame rates or
quality settings for the applicable cameras. The
best way to determine your needs is by trial and
error; allow the system to record at your desired
settings and then monitor the "Storage" page to
ensure that the settings will meet the storage
requirements.

To configure video expiration, select a camera name
in the list on the left and click the [Add>>] button.
(You can select multiple cameras by pressing the
[Ctrl] or [Shift] keys.) Then select the camera name in
the list on the right. You can configure two types of
expiration:

e To delete video after a certain amount of time,
select "At Most" from the "Type" drop-down list
and use the arrows to select the maximum num-
ber of days the video should be stored.

Note:
¢ [f an "At Most" setting is configured for a cam-
era, the camera cannot be selected for archiv-

ing.

* To save video for a minimum amount of time,
select "At Least" from the "Type" drop-down list
and use the arrows to select the minimum number
of days the video should be stored.
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Repeat for each camera that requires expiration rules.
To remove expiration rules, select one or more cam-
era names in the list on the right and click the
[<<Remove] button. Click the [Apply] button when fin-
ished.



Extended Tab
This function cannot be used for ASR500.

Storage

Portals Targets

Portal - Status Portal » ION Enabled Username Password Status

Refresh Delete

Port:

add [[]show passwords in dear text Apply Cancel

Partitions.

Portal  IQN Mount LUN Partition  Size (GB)  Status

45



Notifications

The "Notifications" page allows you to configure an e-mail server and message profile that will send an email
message when an event occurs. To configure events that cause an email notification to be sent using these
email settings, see the "Event Linking" section of this manual.

The "Notifications" page is separated into three tabs: [E-mail Message Profiles] [E-mail Servers], and [Web
Server].

Configuration g q
Notifications
Systems
&2 Add Systems The ASRS00 Series system supports SSL and TLS connections
"g Client E-mail Message Profiles | E-mai Servers | Web Server
- [g# Event Moniterin
: % G 9 E-mai Message Profile Configuration
roups Description Status
Prafil Descripton: | emergency cal } @
Send Rate Limit: El “ | seconds @
. ]
5. ASRS00 Series Server From: | I @
w23 System = @
- Storage o v
- Serial Profiles
<0 Serial Ports
Re¥d| Notifications
-{8) Auto Expert
¢ Event Linking Add Field: [Date & Time
[ Schedule
-8 Archiving Subject: [Emergency alarm
-8 Users
Date: {date} {tme} ~
Event: fevent type} {source}
System - {system name}
Serial: *fserial}”
Links {webink} @
Mac={icensed macy
“
Attach Preview: [ ] @

E-mail Message Profiles Tab
The [E-mail Message Profiles] tab allows you to configure email notification content and recipients.

(O Click the [New] button.

(2) Enter a brief description in the "Profile

@ ©

Description" field. This description will also appear
in the "Action Target" field on the "Event Linking"

page.

To reduce the number of email notifications sent,
select the minimum number of seconds between
notifications from the "Send Rate Limit" box. This
is useful if you receive a large number of repeated
messages about certain events. For example, if
you configure a notification every time a motion
event occurs, a thunderstorm at night could trig-
ger thousands of emails over a short period of
time. Limiting notifications about the motion
events to a maximum of one every 15 or 30 min-
utes (900 or 1800 seconds) could drastically
reduce unnecessary emails.

Enter the e-mail address of the person the email is
coming from.

Enter the e-mail addresses of the recipients.

Enter a Subject and Message information that
should appear in the email notification. You can
automatically insert camera names using the

bracketed tag {source} and the date and time
using {date format=%H:%M:%S}. You can also
include a link to the video {weblink}, serial infor-
mation {serial}, the MAC address {licensed mac},
and more (see the image above for a syntax sam-
ple). Only the first instance of each tag is
replaced; additional usage of the same tag in the
same profile will cause the tag itself to appear in
the message.

Select "Attach Preview" to attach a brief video clip
(in .MOV format) or image of the notified event.
The preview will be a video clip instead of a single
image only if the camera is streaming in H.264 or
MPEG-4 format.

Click the [Add/Apply] button to add the message
profile to the list of profiles.

Note:

¢ The [Apply] button may not become active
when a destination address is added after
selecting an already created profile In this
case, it will become active by editing the sub-
ject or body.

(@ You can test the profile by selecting it from the list
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and clicking the [Test Profile] button.



E-mail Servers Tab

The [E-mail Servers] tab allows you configure the outgoing SMTP mail server that sends email from this system.
This information can be provided by the network administrator.

E-mail Message Profiles | E-mail Servers | web Server

Notifications

The ASR500 Series system supports 55L and TLS connections

Username Address

192.168.0.254

E-mail Server Configuration
Server Description: @
Outgoing Mail Server (SMTP) —
Address: @
Port: | 25
Authentication mill
Username: 4
@
Password: Confirm:
®

(1 Click the [New] button.

@ In the "Server Description" field, enter a unique,
descriptive name of email server.

3 In the "Outgoing Mail Server (SMTP)" section,
enter the address and port number (25 is the
default) of the outgoing mail server.

@ If your email server requires authentication, enter

a valid "Username", "Password" and "Confirm" in
the "Authentication" section.

Web Server Tab

(® Click the [Add/Apply] button to add the email
server to the list.

(® To change the order of the email servers, select a
server from the list and then click the up or down
button.

The [Web Server] tab allows you to enter the IP address of the web server so that email notifications can
include a direct link to video associated with a notification.

|E-mai| Message Profiles | E-mail Servers | Web Server |

Notifications

The ASR.500 Series system supports 551 and TLS connections

Address: | 192.166.0.57
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Auto Export

"Auto Export" quickly exports video from specified inputs to hard drives, or removable drives.

Note:

¢ "Auto Export" to a CD or DVD is not available for ASR500.

@
g Auto Export
L™ Add Systems Profiles L :
*‘@ Client Narne Before  After Edit Profile
g E\tent Manitoring export profile 30 min. 30 min, MName: |E)(|]Drt profile | Export Path: |Burn CD/DVD V|
- I'DLIpS
m Maps Minutes Before: = —@ Export Name: T (:)
[ Views Minutes ARer: - —@ [JExport PS file only —@
Layouts Sources
—@ ASR500 Series Server ASR500 Series Server el o
2 System i [ 192.168.0.101 u.f;f' : ;G-/j y
E Storage [ 192.168.0.178 Lo e y
- Serial Profiles [ 192.168.0.186 /
g Serial Ports [ 192.168.0.196
Motifications _D Aud
"7 Audio
g Event Linking L1 Input 1
[ Schedule |:| Input 1
- Archiving ‘
g e [ Input1 |
-—m __Delebe
® ® ©
@ If you want to create a profile that can be used on %a |weekday abbrev
the "Event Linking" page, click the [New] button. %A | weekday name
Otherwise, skip to step 10 on the following page. %Db | month abbrev
%B | month name
Enter a Name for the profile. -
@ P %c |full date/time
o,
(3 Select a "Minutes Before" value, which is the oA’d day of month
amount of video that occurred before the "Auto %H_|hour (24h format)

Export" was started that should be included in the
export.

Select a "Minutes After" value, which is the
amount of video that occurs after the "Auto
Export" was started that should be included in the
export. This can be useful when an event of inter-
est is still occurring.

Select the destination of the export files from the
"Export Path" drop-down list. All local Windows
drives, and USB drives should be listed. (Windows
shared directories are not listed.) The correct file
extension will be added automatically.

If you choose a drive, enter a name for the drive in
the "Export Name" field. If you want to generate
different automated names for each export, you
can enter {date format} and any combination of
the following variables:

%Il | hour (12h format)

%)j |day of year (001-366)

%m |month (01-12)

%M | minute

%p |AM/PM

%S |second

%U |week of year (start Su)
%w |day of week (Su=0, Mo=1)
%W |week of year (start Mo)
%x | date (xXx/xXx/xx)

%X |time (XX:XX:xX)

%y |last 2 digits of year
%Y |year (20xx)

%Z |time zone abbrev.

%% | percent symbol

For example, you could enter {date format = "video
automatically exported on %x at %X"} or simply
{date format = "%H, %M, %S, %x"}.
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(@ To enable export files greater than 4GB (up to
137GB), select "Export PS file only". Otherwise,
the file export will be in .exe format. A .ps file must
be viewed in a separate video player.

(@ Click the [Apply] button to finish creating an "Auto
Export" profile and add it to the "Profiles" list. This
button is not available until you modify the default
profile name (New Profile).

Select the cameras to be included in the export Note:

profile.

¢ The system will NOT use the profile until you
link it to an event on the "Event Linking" page
using "Button Input" as the "Event Type" and
"Auto Export" as the "Action Type".

The rest of the "Auto Export" page is described as follows.

(19— Activity Status Drive Status )
Profile: Manually Selected Cameras Status:  Unavailable
Status:  Failed to collect video Type: MN/fA
Qutput:  C:fASR.500 SeriesFilesfexport Media Status @
write Progress: [N status: N/A
Type: NfA
@—— Eject Media when Done b i
Size: NfA
Refresh Status Cancel

é

"Drive Status" indicates whether the system has a

writable CD/DVD drive and compatible formats.

N . Auto Export -
Ote - Ttems to Export Select Start and End Times
" " ; i [R50 s R
e "Auto Export" to a CD or DVD is not available T 2ot H smeyon O Sy B
L] 192 168.0.178 Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat
H 12 3 4 12 3 4
fOr ASRSOO E 12;‘:22'2'1:: 5 6 7 8 9 10 11 5 6 7 8 % 10 11
L0 IR 12 13 14 16 17 18 12 13 14 % 17 18
=L dudio 1 W U 2 23 M 1 W 21 ;23 2%
[ audo % 27 28 2 30 31 % 27 8 29 30 31
" H (I H : :
Media Status" indicates whether a blank disc is

loaded in the drive and its format and storage
size.

The "Eject Media When Done" option configures
the CD/DVD drive to open automatically when the
system finishes exporting the data to the disc.
(Note that if the front door on the system is
latched, the drive cannot open.) Click the [Save]
button if you change the setting.

Note:
e "Auto Export" to a CD or DVD is not available
for ASR500.

If you insert a disk while the "Auto Export" page is
open, click the [Refresh Status] button.

To initiate an export, click the [Auto Export Now!]
button. This opens the "Auto Export" window.

Selected Duration:

Select Export Destination

Burn CD/DVD. Write to Drive

Partition: | C:JASR500 SeriesFiles\ v

01:00:00

[JExpart PS Files Only

Path: |

selected
Location:

Capacity: 25247 M8

Free:

: 12668 MB

This window allows you to select cameras, a start
and end date and time, and an export destination.
When the export configuration is complete, click

the [Start Export] button.

(5 The "Activity Status" box indicates the status of
Auto Export. This can include Idle, Gathering
Video, Creating ISO Image, In Use, and so on. It
also contains a "Write Progress" bar that shows
how much of an active Auto Export has com-

pleted.
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Event Linking

— figurati ..
tes = Event Linking

ours
8 Layouts

=iyl ASR500 Series Server

System

Storage

{58 Add Systems Server Actions

i [ Client - - -

[ Event Monitoring Leg Event Type Event Source Action Type Action Target Pre Trigger Post Trigger Status
2 Groups Soft Trigger Soft Trigger 1 Record Video 192.168.0.101 30 30 Off
L8] Maps

Views

é Serial Profiles
.l Serial Ports
- I Notifications
() Auto Export
(R 4 Event Linking ¥ ¥ ¥ ¥
L[ Schedule Event Type Event Source Action Type Action Target Pre Trigger —@
-8 Archiving Video Loss ~ Soft Trigger 1 None o Seconds
L@ Users Input Trigger Record Video 192,168.0.178
Serial Port Record Audio 192.168.0.186
Serial Profile = Qutput Trigger 192,168.0.195 Post Trigger —@
Health Motify
IP Camera Connection Auto Export : Seconds
[ Mew |[ Edt || beete | |PTZPreset
Log Settings
Maximum Days to Keep Logged Events: = —@
e ] e [ oo |
I I

The "Event Linking" page allows you to connect different types of events, such as the activation of an input trig-
ger, to an action, such as recording video or triggering an alarm. Event Linking provides quicker searches for
specific event types. For example, you might normally search for motion video captured on a camera pointed

toward a door; however, if the door has a sensor, you could

improve your search by looking for video recorded

whenever the door opened by linking that event with video recording.

You can see how it works by looking at the lists from left to right below the main Event List, as shown in the fig-

ure above.

When the specified "Event Type" (2) occurs on an associated "Event Source" (3, "Action Type" (@) is triggered
on an "Action Target" 5. These events are then stored in a database (if "Log" is selected in the "Event List") to
provide easy search capabilities. To create a new event, complete the following steps:

(D Click the [New] button to add the event to the ® "Pre Trigger" allows you to store buffered data

"Event List".
(2 Select the "Event Type".

(3@ Select the "Event Source". (If "Soft trigger", "Time
Trigger", or "Source Group" is selected, you can

create or edit the event source using the buttons @

that appear immediately below the selection box.)
(@ Select the "Action Type".

(B Select the "Action Target".
©)

Note:

¢ See the charts on the following pages for informa-
tion about available Event Types, Event Sources,
Action Types, and Action Targets.
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that was captured up to 100 seconds before the
event occurred.

This feature can be used only with certain Event
Types. Very large Pre Trigger can negative impact
system performance.

"Post Trigger" continues the Action Type for up to
100 seconds of video after the event concludes.

Click the [Apply] button to save all changes to the
selected event.

The "Log Settings" field determines how long the
event will be stored in the Event database, from
zero to 365 days.



The following Event Types are available:

Event Type Description

Video Motion Camera detects motion.

Video Loss Analog video signal is disconnected.

Input Trigger Discrete input on hybrid server or IP camera with alarm input is activated.
Serial Port Key word entered on "Serial Profile" page is detected on a pre-selected port.
Serial Profile Key word is detected on any Serial Port with that profile.

Health Detected problem involving the health of the Server hardware.

IP Camera Connection

Network can't connect to the IP Camera.

Soft Trigger Signal sent from the client to the server.
Time Trigger Time of day or day of week reached.
Analytics Video analytics event detected.

Source Group

Multiple event types for advanced event linking.

The Event Source list varies depending on the Event Type selected:

Event Type Selected Event Source

Video Motion Any of the cameras connected to the Server.

Video Loss Any analog camera connected to the Server.

Input Trigger Any input trigger on the back of the server or IP camera connected to the server.
The system defaults to a device and input number, but these can be customized
on the "Trigger Input" page. See the "Trigger Inputs" section of this manual for
details.

Serial Port Any of the serial ports configured on the server. See the "Serial Ports" section of
this manual for details.

Serial Profile Any of the serial profiles you have configured. You can select all key words asso-
ciated with a serial profile by selecting the profile name, or you can select an indi-
vidual key word configured in the profile.

Health Includes failures or temperature problems on a device; problems with storage

configuration; subscription expiration; video throttling alarms; alarms related to
parameters monitored on the [Hardware Monitoring] tab on the "System" page;
failed connection to shared network drive for archiving.

IP Camera Connection

Any of the IP cameras connected to the Server.

Soft Trigger

Select the [New] button to create a new soft trigger with a default name. Click the
[Edit] button to name it, or click the [Delete] button to remove it. You can also
select any of the preconfigured soft triggers that are listed.

Time Trigger

Select the [New] button to open the pop-up window. Name the time trigger,
select a start and end time (Client Time or Server Time), and select the days of
the week when the selected action should occur.

(For example, you could perform an Auto Export at 2:00 every morning.)

Click the [Apply] button to save the configuration.

Click the [Edit] button to change Time Triggers, or click the [Delete] button to
remove it.

Analytics

A list of video analytics events (configured through the provider's interface).

Source Group

Select the [New] button to open the pop-up window. You can then select any
combination of event types and event sources and determine whether any or all
of them must occur to trigger the selected action.
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The following Action Types are available:

Action Type

Description

None

No action will be performed. The event will be logged in the Event Database.

Record Video

Video will be recorded.

Record Audio

Audio will be recorded.

Output Trigger

A wired output trigger on the back of the server or IP camera will be activated.

Output Video 1

The analog monitor will switch to a full-screen view of the selected camera.

Notify

An email notification will be sent according to profile created on the
"Notifications" page.

Auto Export Data will be saved to a CD/DVD based on an Auto Export profile. See the "Auto
Export" section of this manual for details.
Note:
¢ "Auto Export" to a CD or DVD is not available for ASR500.
PTZ Preset The camera will be pointed in a specific direction. See the "Camera Settings"

section of this manual for details.

The Action Target list varies depending on the Action Type selected:

Action Type Selected

Action Target

None

No Action Target available.

Record Video

Any of the cameras connected to the Server.

Record Audio

Any of the audio inputs connected to the Server.

Output Trigger Any output trigger on the back of the Server or IP cameras.

Output Video 1 Any of the analog cameras connected to the Server.

Notify Any of the profiles that configured on the "Notifications" page.

Auto Export Any of the profiles that configured on the "Auto Export" page.

PTZ Preset Any of the presets associated with the camera on the "Camera Settings" page.
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Event Monitoring

This function cannot be used for ASR500.

The "Event Monitoring" page allows you to configure this system to react to events that take place on con-
nected servers. First, you must create and define Event Monitoring Profiles, which are a set of actions (such as
displaying live video or triggering a sound) that are triggered by events (such as motion or triggered inputs).

Configuration - .
oy Event Monitoring
D Add Systems Profles
- [ Client Profile Configuration
™1 E.cnt Monitoring [Name Type
% Groups Profile Video Panel Name: \Pmﬁ'é
-] waps -
- Views ) @
] Tours Description:
. Layouts -
e P ASRSDD Series Server [_]Show Event Monitor List @
@) video Panel
@ -
Client Actions
Event Type Event Source Action Type Action Target Confirm Timeout Message
Soft Trigger Soft Trigger 1 Play Sound Chimewav No 0
®
Event Type Event Source Action Type | Action Target
Video Motion A All Systems Log All Systems
0S8 Play Sound
uuuuu = Switch Video
Digital Preset
. w
@ Iﬁmeout: 0 |2 confirm: [ ] Message: :

(D To create a new profile, click the [New] button in
the "Profiles" section.

(2 Enter a name and description for the profile.

(3@ Select "Show Event Monitor List" to automatically
display the "Event Monitor List" when one or more
monitored events occur.

(@ Select the type of profile you would like to create:
¢ A "Video Panel" profile can display a single
camera when a specific event type occurs.
* A "View" profile displays a preconfigured view
when a specific event type occurs.

(B Add an event to monitor. This works in a similar
way as the Event Linking discussed in the "Event
Linking" section of this manual. Select an "Event
Type", "Event Source", "Action Type", and "Action
Target". The options listed in "Event Source" vary
depending on which Event Type (such as triggers,
serial ports, and serial profiles) is selected and
how it is configured. For more information, see the
sections of "Config (Setup) Page Overview" chap-
ter that are related to the desired Event Type.

o3

|

(® The "Action Type" list allows you to select an

action that will occur when the selected "Event
Type" occurs on the selected "Event Source".
When you select an Action Type, a list of options
is displayed in the "Action Target" list. Following
are the available Action Type options and their
associated Action Target options:

Note:

¢ The list of "Action Type" varies based on
whether the profile is a "Video Panel" or
"View".




Action Type

Description

Action Target Options

Log (Video Panel or View)

A notification of the event is saved
in the system log file.

None

Play Sound (Video Panel or View)

A sound is played.

A list of sounds.

Switch Video (Video Panel)

Video from a camera is displayed.

All cameras enabled on all connected
systems (or on the system selected
from the drop-down list)

Digital Preset (Video Panel)

A PTZ preset configured on a cam-
era is displayed.

All PTZ presets configured on all con-
nected systems (or on the system
selected from the drop-down list)

Switch View (View)

A single view is displayed until a
specific event occurs.

Any view configured on the client
computer. The view is automatically
displayed when the event occurs.

Switch View Tour (View)

A tour is displayed until a specific
event occurs.

Any tour configured on the client
computer. The tour is automatically
displayed when the event occurs.

@ If you selected "Show Event Monitor List", three

more options are activated:

¢ "Timeout" allows you to determine how long,
in seconds, an event is shown in the "Event
Monitor List". If you select 0, the event listing
is displayed it until it is acknowledged.

e "Confirm" requires a confirmation before the
event is removed from the list.

e "Message" is any general information that you
want to display with the event, such as an
action that a guard should take when the event

occurs.

Click the [Apply] button when you have finished

your profile.
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Schedule

The "Schedule" page allows you to configure your recording schedule. By default, this system is scheduled to
record motion and events. There are four modes of video recording, which are color-coded on the "Schedule"
page: "Motion" (blue), "Free Run" (green), "Alarm" (red), and "None" (white). Free run is continual recording.
This type of recording uses a large amount of disk space.

Note:

¢ To configure time lapse recording, select the "Capture an image every" check box, select a number, and
then select "Seconds", "Minutes", or "Hours" from the drop-down list. Click the [Apply] button. Time lapse
recording is not associated with the schedule configured in the grid on the "Schedule" page.

There are two scheduling tabs: [Days] and [Sources].

Days Tab

On the [Days] tab, you can configure recording of all video, motion video, or just alarm video. To create a
schedule, complete the following steps:

(D Select the appropriate tab for the day of the week.

@ In the grid, draw a rectangle that corresponds to
the hours for each device that you want to sched-

(@ Select the appropriate button in the "Setting".

(® To copy the schedule from one day of the week to
another, select the appropriate days of the week

in the "Copy Current Configuration" section, and
then click the [Set] button.

ule.

(3 When you hover the cursor over a square, note
the details displayed in the "Information" section.

Configuration
Systems
~[F® Add Systems
- Client
[e# Event Monitoring
¥ Groups
T Maps
Views
| Tours
-8 Layouts
=57 ASR500 Series Server
415 System
E Storage
-8 Serial Profiles
4] Serial Ports
[ Motifications
{8) Auto Export
&° Event Linking

® Click the [Apply] button.

Schedule

System Time Lapse

Ficaptre mimage every: [ |2

Apply Cancel

Days | Sources

Legend Setting

Event Recording: |

5unday | Monday | Tuesday | Wednesday ‘Thursday |Friday |Saturday

[ AM
Zlilzl3l4l5]6

] PM |
7lel sl 1] 2] al4[5]6]7]8]5] w]il

192.168.0.101
182,168.0.178
192.168.0.186
192.168.0.196

18 Archiving

-8 Users

Audio: Audio

Audio: Input 1 (Disabled)
Audio: Input 1 {Disabled)
Audio: Input 1 (Disabled)

Soft Trigger - Soft Trigger 1 : Record Video - 1'.....

Information

Copy Current Configuration

[Wlsunday  [¥Monday [#]Tuesday [w]wednesday
[W] Thursday  [#]Friday  [#]Saturday

Source: 192.168.0.196

Time Span: 12:00PM - 12:59PM

Record Setting: Free Run Event Recordings: Mone
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Sources Tab
On the [Sources] tab, you can configure a separate recording schedule for each device:

Schedule

System Time Lapse

[W] Capture an image every: : Apply Cancel

— Legend Setting
Ne——
LM Cameras

M 192.168.0.101
LM 192.163.0.178
192.168.0.186

[ Input 1 (Disabled) Sunday
) Input 1 (Disabled) Monday
) Input 1 (Disabled) Tuesday
—--’ Events

d Wednesda
’ Soft Trigger - Soft Trigger 1: Record Y Y

Thursday

Friday
Saturday

Information
Source: 182.168.0.101
Time Span: 12:00PM - 12:59PM

Record Setting: Motion Event Recordings: 1

< n > Apply Cancel

Select the device from the tree and schedule it in the same way as described for the [Days] tab.

Note:
® You can apply the one device's schedule to another device by clicking the [Apply To...] button.

IMPORTANT:

® Your recording schedule can be created by the hour with the grid but may have a few minutes of variation
at the start and the end of the schedule when it runs.

¢ When recording audio, schedule it in accordance with the video recording.
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Archiving

Note:

¢ Archiving uses a significant amount of a system's resources. Thus, video recording rates could be automati-
cally throttled while archiving is in progress, especially on a wide area network with limited bandwidth. To
avoid throttling of video recording, it is highly recommended that archiving be scheduled for periods when
video recording rates are reduced. For example, if motion video is normally recorded at a retail location,
schedule archiving for overnight hours when the location is closed to customers.

Configuration

Systems

{52 Add Systems Address Status

+--@ Client

[P Event Monitoring

Target | schedle |

Archiving

Settings

Task Schedule

-1 Groups
‘dm Maps
B Views
-8 Tours
-HH Layouts
=58 ASRS00 Series Server
+ -2 System
B Storage
4] Serial Ports
B Serial Profiles

7799

. [54 Natifications
@ Aute Export
f Event Linking
i[7F] Schedule
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Q Users

7

Enabled:

Name

Address: | 11192.168.0,201\est

Username: |Adrn|n|shamr
Password: | esssense

Used Space: 0GB
Allocated Space: 23 GB
Total Space: 29 GB

== Desired Content Age: El : days

Status: Connected

Percent to Use:

81%

{
—

The "Archiving" page allows you to configure an SMB shared network drive (a Windows share) for archiving of
video and other data. The archive provides storage of recorded video data. Multiple Servers can archive to the
same drive.

Target tab

To enable and identify the location of the shared network drive, complete the following steps in the "Settings"
section on the [Target] tab:

®

@

®

@

Click the [New] button to configure the first
archive server.

In the "Address" field, enter the path to the shared
network folder. Include the subdirectory in the
shared folder used in the configuration of the
archiving task.

Enter a valid "Username" and "Password"
required to log in to the shared network drive.

The "Status" portion of the "Settings" section
shows whether the server has successfully con-
nected to the shared network drive. The following
status messages can appear:
¢ |nvalid Address: The address entered is not in
a valid format. It must be entered as \\ipad-
dress\share\folder or \\hostname\share\folder
(“folder" is optional in each case).
¢ Disconnected: The system cannot connect to
the shared network drive because of an invalid
address or username/password.
e Connected: The system is successfully con-
nected to the target server.
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(B Move the "Percent to Use" slider to configure the

@

targeted amount of the drive that should be used
for archiving. The blue portion shows the amount
of space used for this archiving configuration. The
gray portion shows the unused space. The red
portion shows the amount of space already used
for other storage and archiving from other sys-
tems. You can select a percentage that includes
the red portion, but that portion of the drive will
not actually be used for archiving unless the
stored data is deleted.

Select the target period of video that you would
like to archive data. If data is deleted before that
target is reached, it creates an event that can trig-
ger an action as configured on the "Event Linking"

page.

Click the [Apply] button to save the information
that has been entered.

To activate the drive for storage of video data,
select the "Enabled" checkbox.

To add another archive server, repeat these steps.



To configure an archive task schedule, complete the following steps in the "Task Schedule" section on the

[Target] tab:

Task Schedule

Name

Archive weekend

(O Click the [New] button.
(2 Enter a name for the archive task.
(3 Select a start time.

(@) Select an end time. There are three types of end
times:

e Continuous: The system will scan for data to
archive every five minutes. (See the note at the
beginning of this section before selecting this
option.)

¢ Until Finished: Archiving will continue until all
applicable data is archived. There will be no
additional scans for data to archive until the
start time on the next day.

o User Defined: Archiving will end at the speci-
fied end time. Enter the time desired. If the
archive period is not long enough to archive all
applicable data, the remaining data will be
archived during the next applicable task.

Note:

¢ The oldest applicable data will always be
archived first. If you see a message in the
"Status" section that indicate the archive
didn't complete, consider increasing the
length of the user-defined task. Also, any
applicable data recorded while the archive
task is in progress will be archived if there is
enough time remaining in the task.

Configuration

Mame: | Archive Task 2 g
Start Time: 02:00 AM 5 4@

End Time: () Continuous
® untl Finshed ——————(4)

() User Defined
02:00 AM
Frequency
O alpays O Weekdays

(O weekend @ Custom

[ sunday [CIMonday

[ Tuesday [ wednesday @

[C] Thursday [ Friday

[ saturday
®

® If you select "Until Finished" or "User Defined",
select a "Frequency" for the task. Custom allows
you to select days of the week individually.

® Click the [Apply] button.
If desired, you can configure multiple archive tasks.

The "Status" section of the [Target] tab displays infor-
mation about the current archive task:

Status
State: Busy
Last Status Received: 11:4%:21PM 1/15/2014
Oldest Content on Target: 1 Day 5 Hours

Archive Task Status Details [0 | 2=

Last Local File Scan
Start: 11:44:00 PM 115/2014
End: 11:44:00 PM 1/15/2014
Last Archive Task
Start: 11:44:00 PM 1/15/2014
End: -
Oldest Content: 06:00PM 1/14/2014
Last Copied Content: 11:00 PM 1/15/2014
Newest Content: 11:00 PM 1/15/2014
Amount Copied: 240 MB

Click the [Details...] button to view additional details
in the pop-up window.
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Schedule Tab

The [Schedule] tab on the "Archiving" page allows you to select the types of data and devices to archive:

Archiving
Target | Schedule
Days | Sources
Legend Setting
Event Recording: E
® |
| sunday [ Monday [ Tuesday | Wednesday | Thursday | Friday [ Saturday
[ AM ] PM ]
i2] 1] 2[{ 3| 4| S5|6]7|8|9|iejii|i1z] 1]2]3|4|5|6|7]8]9]infil

192.168.0.101

192.168.0.178

192.168.0.186 @
192.168.0.19%

Audio: Audio

Audio: Input 1 (Disabled)

Audio: Input 1 (Disabled)

Audio: Input 1 (Disabled)
[C]5how Recording Schedule

Information Copy Current Configuration
Source: 152.158.0.136 [#sunday  [WMonday [ Tuesday [v]Wednesday
@ Time Span:  1:00PM - 1:53PM W Thursday [#|Fridey  [¥]Saturday @
Record Setting: Free Run Event Recordings: None
Archive Setting: Alarm Set
Apply Cancel

®

On the [Days] tab, you can configure archiving of all data, motion video (which includes alarm video), or just
alarm video. To change the "Setting", complete the following steps:

(1 Select the appropriate tab for the day of the week.

@ In the grid, draw a rectangle that corresponds to
the hours for each device that you want to config-
ure.

(3 When you hover the cursor over a square, note
the details displayed in the "Information" section.

Note:

¢ Record settings and the "Archiving" settings
do not have to be configured for the same
type of data. For example, you could record
Free Run video on a system at a certain time,
but then archive only the motion video
recorded during that period. However, if only
motion/alarm video was recorded, the All set-
ting on the "archive" page will cause only
motion/alarm video to be archived. The
amount of video available for archiving cannot
exceed the amount of video recorded during
that period.

(@ Select the appropriate button in the "Setting".

(B To copy the schedule from one day of the week to
another, select the appropriate days of the week
in the "Copy Current Configuration" section, and
then click the [Set] button.

(® Click the [Apply] button.
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On the [Sources] tab, you can configure a separate archiving schedule for each device:

Archiving
Target | Schedule
Sources
Qe Q Legend
Event Recording: [I

=-LH Cameras
i LN 192.168.0.101
~-M 192.168.0.178
W 192.168.0.136
- 192,168.0.196
5 ) Audo [ AM ] PM ]
-l Audio
A Input 1 (Disabled)
--H{) Input 1 (Disabled) Monday
A Input 1 (Disabled) Tuesday

Wednesday
Thursday

Friday
Saturday

[[]show Recording Schedule
Information

Source: 192,168.0.101
Time Span: 1:00PM - 1:59PM
Record Setting: Motion Event Recordings: 1

Archive Setting: Alarm

Apply Cancel

Simply select a device from the tree and then configure archiving the same way as described for the [Days] tab.

Note:
¢ You can apply the one device's schedule to another device by clicking the [Apply To...] button.
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Users

®
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ig® Event Linking

Users

Details User Accounts

Username: | New User Q

Password: Username Group Type

Admin Full Admin  Local

User Group: | MNew User Group... v ——@
User Group Name: | New User Group

Apply Cancel Query LDAP

Custom User Privileges

@
®

4 Schedule Custom User Permissions
B Archiving
g [ =[] ASRS00 Series Server
All Soft Triggers
= [WI=n Al Video Inputs
e[| N 182.168.0.101

N 192,168.0.178
192.168.0.186
vl 192.168.0.196
- All POS Streams

[ All Audio Inputs

®

Allow Live Viewing
[l Available in Live Cameras
% Available in Live Groups

[W[e# Include in Event Monitor
- [¥]@E, Allow Searching
Bt % Configuration
i1 @ User Admin
e |[E] View Admin

The "Users" page allows you to add and delete users,

configure a user's group access level, and assign per-

missions for viewing cameras. After a user has been added to the system, the user can log in and view live and
recorded video according to the permissions assigned to them.

(1 To add a new user, click the [New] button. (To
change the password or permissions for a user,
select the existing username.)

(@ Enter the name of the user in the "Username"
field. Enter or change the password in the
"Password" and "Password Confirm" fields.

(3@ Select a permission level from the "User Group"
drop-down list:

e "Full Admin" has access all features of the
system.

e "Power User" has access all features except
for adding or deleting users.

¢ "Live Only" can view live video from all con-
nected cameras.

e "Search Only" can search for recorded video.

e "Live + Search" can view live video and search
for recorded video from all connected cam-
eras.

* Any user or custom group whose permissions
and privileges have been modified from one of
the standard groups listed above.

(@ Assign a "Priority" level to the user. When two
users attempt to control the PTZ functions of the
same camera simultaneously, the user with the
higher priority level (up to 10) is granted PTZ con-
trol. If a second user attempts to control PTZ
functions on a camera that is already being con-
trolled by a user with the same priority, control
remains with the first user. Admin users automati-
cally have PTZ priority over any non-Admin user,
and Power Users have priority over all users
except for Admin users.

(B The "Custom User Permissions" section allows
you to select which devices the user or group can
see and operate in this system. You might have to
deselect "View Admin" and "User Admin" under
"Custom User Privileges" (if available) to allow the
"Custom User Permissions" data to be edited.

(® When finished, click the [Apply] button.
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(@ The "Custom User Privileges" section contains the
following list of privileges that can be assigned to
a user:

¢ Allow Live Viewing
¢ Available in Live Cameras
e Available in Live Groups
* Available in Live Maps
e Available in Live Views
¢ ASR-Replay
e Allow PTZ
¢ Include in Event Monitor

¢ Allow Searching
¢ Available in Search Cameras
¢ Available in Search Groups
e Available in Search Maps
¢ Available in Search Views
¢ Available in Search Events
e Save Image & Copy to Clipboard
* Print Image
e Burn Disc
e Export
¢ Smart Search

¢ Configuration
e User Admin
* View Admin

Note:

¢ |f you change the permissions or privileges for a
user or group, enter a name for the new custom
group and click the [Apply] button.

¢ When accessing by Client, higher priority will be
given to the Client user settings.
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Systems

Configuration
systeme

&2 Add Systems
[ Client Q

[P Event Monitoring

System Name IP Address  Connection Status License Subscription Wersion Status

1 ASR500 52 Server 192.168.0.52 Mot connected.
2 ASRS500 53 Server 192,168.0.53 |Not connected.
3 ASRS500 Series Server 192,168.0.57 |Not connected.
4 ASRS500 Series Server localhost Connected. Licensed |Updates thr MNOT EF

+-45% ASR300 Series Server

|ImportLicense | |ExportLicense | Product Registration

The "Systems" page lists all added systems, along with their serial number, Model Number, IP address/host-
name, connection status, license type, MAC address, subscription information, version information, status
(such as, Normal, Alarm, or Motion), and days of recorded video.

Note:
¢ To display or remove a column on the "Systems" page, right-click any column header and select the column
from the pop-up menu.

The following actions can be performed on the "Systems" page:

e To connect to or disconnect a system, right-click its connection status and select a "Connect" option or
"Disconnect" from the pop-up menu. To connect to or disconnect multiple consecutive systems simultane-
ously, click on the connection status for the first system, and then press the [Shift] key while you drag the
cursor up or down (and then right-click).

¢ To view the "System Information" page for a system, double-click the information listed in any column for
that system.

* To view model number and serial number information for a system, right-click the system name.

e To view a MAC address and license key for a system and copy it to the clipboard, right-click its information
in the "License", "MAC Address", or "Subscription" column for that system and select "Copy to Clipboard"
(select the right arrow if necessary to see that option). You can then paste the information into an email or
other applications.

® To update a license key for a system, right-click its information in the "License" column, select "Update",
and select one of the options. If you select "Update License from file", you can browse to a .KEY file that
contains license information and click the [Open] button. If you select "Update License from text", you can
type the license key manually and click the [OK] button.

Note:

e Alternatively, you can click the [Import License] button at the bottom of the page to enter multiple licenses
from a .CSV file, or click the [Export License] button to compile all listed licenses into a .CSV file to import
into another client.

¢ To view additional version information for a system, right-click the information in the "Version" column for
that system.

¢ To view additional information about Alarm or Motion status, hover the mouse pointer over the word while it
appears in the "Status" column.
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Note:

e If the physical connection between the client computer and server is interrupted while you are connected to
the server in this system, the "Connection Status" will be displayed as Network Activity Timeout. The status
will then be displayed as Disconnected after a specific amount of time that varies among operating systems.

Device

This function cannot be used for ASR500.

Configuration

Systerns Device
@2 Add Systems
w1 Client Device Information
[ Event Monitoring
-4 Groups
Y] Maps
Views
[ Tours
E Layouts
-5 ASR500 Series Server
o= System
+5§£‘] Add IP Cameras
1S sem Aucio
{3 Storage

48 Serial Profiles
-] Serial Ports
—[24] Motifications
Auto Export
-g® Event Linking
% Schedule
. Archiving

- fa Users

Type: System Audio
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Client

This function cannot be used for ASR500.

Configura
Systems
&= Add Systems
+ B D
-[gf Event Monitering
Y Groups
[T Maps
[ views

[ Layouts

=& ASRSDD Series Server

Live Video Panel Colors
Show Sunken Border

Show Record Status Border

Show PTZ Focus Border

Show On-Screen Display
[[]use OSD Color for Serial Profiles
Mute during 2-way audio

2-Way Audio: |Microphone (High Definiion Aud v
Panel Size:

Client

Event Buttons

motion: [N

alarm: [N

Free run: [N

p1z Focus: [N
Event Monitor/ _

Smart Search:

Delete

Ewent Button
[[keep Aspect Ratio During Resize Tool Tip: Change Icon... D
[]Restore Client on User Attention Request
["]Enable Live Audio Lip Sync / Video Smoothing EEIEyE Toggle Momentary
. . ASR300 Series Server
H.264 Deblocking: y Device () Enabled Soft Trigger 1
VGA Acceleration Mode
® auto O None O Direct3d O OpenGL | Auto
Timelapse Playback
Immediate jump to next frame if gap exceeds 1second 9}
Show Canfiguration Mode to Operating System Restricted Users Apply Cancel
[ nisable Windows Font Smoothing
Joystick
This function cannot be used for ASR500.
Configura 3 tick
Systerns oys 1C
Current Joystick
|E—Joysh’ck W | | Calibrate
Joystick Configuration
XY Axis Position Control Source Zoom Control Source
Sensitivity 43/100 & XY Axis () POV (® Z Axis () ¥ Position
[}
+ Buttons
Invert ¥ Axis
- ASR500 Series Server Go to PTZ Preset Mumber 1 v Go to PTZ Preset Number 2 v
@ Position: 32555, 32792 J | _I |
Z Axis
Sensitivity 49/100 EI Go to PTZ Preset Number 3 v | I Go to PTZ Preset Number 4 v |
0
: [Cinvert 7 Axis I PTZ Focus Far v | EI PTZ Focus Near v |
Zoom: 2x
X Position
I FTZ Iris Open W | IP'E Iris Close Y] |
Sensitivity 49/100
{}
9 i W JD igi W
[Jtnwert X Position . View This Camera Only | . Toggle Digital FTZ |
Playback Speed: 0x
I Traverse Current Tree v | I FTZ Flip 180 b4 |
I FTZ Run Apple Peel W | I Find Camera W |
I Mext Video Panel W | Previous Video Panel W |
Reset to Defaults Apply Cancel
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Groups

Configuration
Systems

?

| Groups
dd Syst
% Add Systems Group Configuration
[ Client Q
&= Groups] h Groups £ Q Fiter
1Y) Maps s Groupl Description: -
-[8) Views - Group2 - &3 ASRS00 Series Server
Tours ", New Group . e
-8 Layouts : &u
B ASRSDD Series Server @_ Jcon: | e L. Input 1 (Disablec))
o con L a§) Input 1 (Disablec)
tems in Group -0} Audio Input 1 (Disable)
L) Audio Input 2 (Disabled)
- |l {K§) Audio Output 1 (Disabled)
<N 192.168.0.13 L) Audio Output 2 (Disabled)
L) Audio Output 3 (Disabled)
l Remove I Add

The "Groups" page allows you to create logical groups of cameras and other items connected to one or more
systems. This is a useful when you have multiple systems with a large number of cameras spread across a
large building or campus, and you would like to place cameras in logically named groups such as First Floor,
Second Floor instead of viewing your cameras in default groups based on their connection to the systems.

(1 Create a new group by clicking on the [New] button.

)
®

In the "Group Configuration" section, enter a name and description for the group.

Select an icon to represent the group in the Live and Search site trees.
Alternatively, you can select a custom icon in a variety of file formats by clicking the [Add Icon...] button and
then browsing the location of the file.

Select a camera from the "Available Iltems" list. Video from the camera is displayed in the video window.

Click the [Add] button to include the camera name in the "ltems in Group" section. Continue adding cam-
eras until your group is complete.

To remove a camera from the group, select it in the group list and click the [Remove] button.

To change the group list order, select an item in the "ltems in Group" list and click the up or down arrow.

When finished, click the [Apply] button.
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Maps

This function cannot be used for ASR500.

Systems Ma ps

-5 Add Systems - Map Configuration

[ Client ]

[P Event Menitoring

Name: |Floor plan ‘

Description: |Flgor plan

Great Hall

-3 ASRS00 Series Server
Available Items
Q search X

¥ Child Maps ~
=22 ASRS00 Series Server

v
Item Type Itemn System Item Name
Camera ASR500 Series Server 182.168.0.178
Camera ASR300 Series Server 192,168.0.186
Camera ASR300 Series Server 192.168.0.196
New | ‘ Delete
Merge Apply Cancel
Views
This function cannot be used for ASR500.
Configuration Vi
Systems lews
L. Add Systems View Configuration
. [ Client Q ! ]
B e oo s ome ) | S Y D D D G - -
Floor plan Description: [ Office -
=-£5) ASRS00

Great Hall
External

H i * |Use Client Setting v
. ° ASRS0D Series Server <

Available Ttems

Q

~

FES1T1V

=-£= ASR500 Series Server
LM 192.168.0.101
L 192.168.0.178
@ 192.168.0.186
LN 192.168.0.196

£ comt

= o

FEB171V Fisheye

__}] Cameras

1] maps

drag in a camera drag in a camera drag in a camera

Item Type Itern System Item Name Serial System Serial Name Other ~
1 Camera ASRS00 Series Server 192.168.0.126 B
2 Camera ASRS00 Series Server 192.168.0.178 =
3 Camera ASRS00 Series Server 192.168.0.101

4 ~

— Apoly Cancel
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Tours

This function cannot be used for ASR500.

Tours

o
o

| Tour Configuration

[P Event Monitoring Name: | mside the buiding Views In Tour Available Views
- ASR300\Great Hall h
1Y) Groups e H .
Description: | inside the building ~ i ASR300WOffice
inside the building
JH Great Hall
JE External
@ ASR300 Series Server A _ Office
Dwell Time: EI%
ltem Type Item System ltem Name Serial System Serial Mame ~
1 Camera ASR300 Series Server 192.168.0.186 _
2 Camera ASR500 Series Server 192.168.0.178 -
3 Camera ASR300 Series Server 192.168.0.101
4 W
| New Tour | | Delete Audio:  Mone

New Falder Apply Cancel

Layouts

This function cannot be used for ASR500.

Configuration
stems.
Add Systems Layout Configuration
18 Client Q seerch Q
i g Event Monitoring lon |Gz a|Name Name: [ Hew Layout D ~ m ~
{ % Groups o (S affame |
; . —
e o - ) | T P | ] 9 552 55| ) 3] oo [~ o] ismorwes
B Views
(HE] 33 v
S
- ASRS00 Series Server || |y 4a Panel Size:
m e
Icon:
55
Panel Count: 6/48
= -
@ 1717
New Layout Delete Apply Cosl
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System Information

?

Configuration

Systems
3 Add Systems

|

System Usage

System Information

Version Information J

06:00 PM

nd:

-

-

@ 1/14/2014 B
=

g

System Log Level:

Search

Expol

m

1/14/2014 6:08:28 PM No

@ ©@

Maximum Days Storage
:
v
Apply

1/14/2014 6:08:28 PM  StreamPI
1/14/2014 6:08:28 PM  StreamPI Error
1/14/2014 6:08: 28 PM  StreamPI
1/14/2014 6:08:28 PM  StreamPI Error
1/14/2014 6:08:23 PM  StreamPI Error
1/14/2014 6:08:28 PM  StreamPI
1/14/2014 6:08:28 PM ExportP1
1/14/2014 6:08:28 PM ExportP1 Error
1/14/2014 6:08:28 PM ExportP1 Error

1/14/2014 6:08:28 PM  SysMamtPl
1/14/2014 6:09:16 PM  StreamPl Error
1/14/2014 6:09:16 PM  StreamPl Error

Warning

Warning

Warning
Warning

tifyPl Warning
Warning

User manager migrated legacy user account data.

Failed to get Characteristics registry value,

Registry Key 'SYSTEM\CurrentControlSet\Services \TANSPROTOCOL \Parameters'|
Error loading license key - failed to locate file (err 2).

Failed to load any license key on startup. System unlicensed.

Replacing default serial number with MAC address

Failed to load configuration. Using default configuration.

uexec failure.

Failed to execute drive scan operation.

Either no configuration or an improper configuration was found, continuing with
3Ware executable not found. Disabling the feature

Error loading license key - failed to locate file {err 2).

Failed to load any license key on startup, System unlicensed,

- [ Client
@ Event Menitoring Username Level Address Streams  Audit Name Filename Version Status |~
; Admin Full Admin 127.0.0.1:49387 0 YES ACTIPI ACTIPLdIl QK
ArchivePl ArchivePlLdIl oK
ArecontP| ArecontPldll QK w
P @ Layouts
;.@ System Log | Login History | Audit Trail
Search Displaying 15 records. Q
Start:
| Time Plugin Severity  Message @
1/14/2014 6:08: 16 PM  LogPT Warning  Starting Log Manager .
1/14/2014 6:08:28 PM  ArchivePl Warning  Missing or invalid configuration, Defaulting to no shares.

The "System Information" page displays information about users that are currently logged into the system,
plug-in file version information number and status, and the system log. This page is displayed when you click

on the system name in the "Configuration” tree.

System Log Tab

(1 "System Usage" displays the users that are cur-

rently logged in, the user's access level and IP
address, and the number of streams being

(® "Maximum Days Storage" determines the maxi-
mum number of days that information is main-
tained in the system log. Click the [Apply] button

viewed.

"Version Information" displays the version num-
bers for each of this system file. This information
can be useful when contacting technical support.

To view the system log, select a start date and
time, end date and time, and select the type of
messages you want to see from the "System Log
Level" drop-down list, and click the [Search] but-
ton. All messages that meet the search criteria are
listed.

(@ To sort the list, click any of the column titles.

(® To view the system log with a text editor, click the

[Export] button and save the file. Then you can
open the file from the location where you saved it.

to save the configuration.

Note:
¢ |f you cannot see all the fields and buttons on the
[System Log] tab, drag the horizontal bar under

the "System Usage" section up.
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Login History Tab
The "System Information" page also includes a [Login History] tab and an [Audit Trail] tab when you are con-
nected to a compatible system.

System Log | Login History | Audit Trail

Search Displaying 14records, | Q) Search E——-=0=3
Start:
Time Address Username Type O)
| 1/14/2014 El~- | 1/14/2014 7:14:40 PM  127.0.0.1:491588 admin Logout
< 1/14/2014 7:20:34PM  127.0.0.1:57910 admin Login
v 1/14/2014 10:50:06 PM  192,168.0.52:58686  admin Login
@ End: 1/14/2014 10:50: 19 PM  192,168.0.52:536386  admin Logout
1/14/2014 10:5%:04PM  192,168.0.52:53758  admin Login
| 1/15/2014 El~- | 1/14/2014 10:5%:27PM  192,168.0,52:58758  admin Logout
< 1/15/2014 12:40:06 AM  127.0,0.1:57910 admin Logout
v 1/15/2014 ::09:43PM  127.0.0.1:49251 admin Login
@ 1/15/2014 ::21:17PM  192,168.0.52:52683  admin Login
| 1/15/2014 ::21:26 PM  192,168.0.52:52683  admin Logout
& Export 1/15/2014 ::21:34PM  192,168.0.52:52687  admin Login
1/15/2014 ::21:38PM  192,168.0.52:52687  admin Logout
1/15/2014 ::51:04PM  192,168.0.52:5327%  admin Login
1/15/2014 ::53:44PM  192,168.0.52:5327%  admin Logout

To view the login history for the system, complete the following steps:

(D Select a start date and time and end date and (@ To resort the list, click any column title.
time.
(® Click the [Export] button to save the information

(2 Click the [Search] button to list all login and logout as a separate log file.

actions in that time range.

(3 To filter the list, enter a word in the "Search" col-
umn. Only actions containing the word are then

displayed.
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Audit Trail Tab

System Log | Login History | Audit Trail

Search

v
&

1/15/2014 E~

10:15PM

|

17

m
=)
=%

!
4

1/15/2014

11:00 PM

1%
g
=
<>

Maximum Days Storage

Q

Displaying 33 records. Q) search ——@
Time Address Username  Type Sources Details ~
1152014 10:15:20 PM  127.0.0,1:49251  admin Configuration Double-dick to view XML,

1/15/2014 10:15:42PM  127.0.0. 1:50573 Discovery(0/0)

1/15/2014 10:15:51PM  127.0.0,1:49251  admin Configuration Double-dick to view XML,

1152014 10:18:01PM  127.0.0,1:49251  admin Configuration Double-dick to view XML,

1152014 10:19:29 PM  127.0.0,1:49251  admin Configuration Double-dick to view XML,

1/15/2014 10:20:35PM  127.0.0. 1:50592 Discovery(0/0)

1/15/2014 10:25:28 PM  127.0.0. 1:50610 Discovery(0/0) _
1/15/2014 10:30:01PM  127.0.0,1:49251  admin Live 192,168.0.152 | Subscribe, double-dlick to view XML, =
1/15/2014 10:30:21PM  127.0.0. 1:50630 Discovery(0/0)

1/15/2014 10:31:27 PM  127.0.0.1:49251  admin Configuration  192,168.0.152 | Double-dick to view XML,

1/15/2014 10:31:35PM  127.0.0.1:49251  admin Configuration  192,168.0.152 | Double-dick to view XML,

1/15/2014 10:31:36 PM  127.0.0.1:49251  admin Configuration  192,168.0.152 | Double-dick to view XML,

1152014 10:31:37 PM  127.0.0.1:49251  admin Configuration  192,168.0.152 | Double-dick to view XML,

1/15/2014 10:31:40 PM  127.0.0,1:49251  admin Live 192,168.0.152 | Unsubscribe, double-dick to view XML,
1/15/2014 10:31:59 PM  127.0.0.1:49251  admin Configuration Double-dick to view XML,

1/15/2014 10:32:03 PM  127.0.0.1:49251  admin Live 192,168.0.152 | Subscribe, double-dlick to view XML,
1/15/2014 10:32:44PM  127.0.0,1:49251  admin Configuration  192,168.0.152 | Double-dick to view XML,

1/15/2014 10:33:55PM  127.0.0.1:49251  admin Live 192,168.0.152 | Unsubscribe, double-dick to view XML,
1/15/2014 10:34:50 PM  127.0.0.1:49251  admin Live 192,168.0.152 | Subscribe, double-dlick to view XML,
1/15/2014 10:34:52 PM  127.0.0,1:49251  admin Live 192,168.0.152 | Unsubscribe, double-dick to view XML,
1/15/2014 10:35:15PM  127.0.0. 1:50649 Discovery(0/0)

1/15/2014 10:40:09 PM  127.0.0. 1:50669 Discovery(0/0) s
AMHCIMAA 4N A4 AADK_ AT AN 4.ANTCA = Armiem LIRTN e + Fimsdblm —licle b iimas WRAL

To view an audit trail of various actions that have been performed on the system, complete the following steps:

(D Select a start date and time and end date and

time.

@ Click the [Search] button to list all actions in that

time range.

(® To filter the list, enter a word in the "Search" col-
umn. Only actions containing the word are then
displayed.

/1

as a separate log file.

To resort the list, click any column title.

To view an action in XML, double-click its entry.

Click the [Export] button to save the information

Select the "Maximum Days Storage" that the

actions should be stored on the system and click
the [Apply] button.



Troubleshooting

Before asking for repairs, check the symptoms with the following table.

Contact your dealer if a problem cannot be solved even after checking and trying the solution in the table or a
problem is not described below.

Symptom Cause/solution Ref. pages
Cannot access from the client e Connection to a LAN is not established or a network is not
software (ASM200/ASM970). working correctly. Refer to a system administrator for further
information.
e Contact your system administrator to confirm that the valid
IP address is set.
¢ Contact your system administrator to confirm that the speci- 10
fied IP address is not provided to other devices.
* Are there contradictions between the address and the net-
work subnet to be accessed?
e When the recorder and the client (PC) are on the same sub-
net, set the same subnet for the IP addresses of the recorder
and the PC.
It may take time to start play- ¢ |t is because recorded data is being buffered before play-
back when using the client back. 3
software (ASM200/ASM970). It is a normal performance.
Live image display or recording | e Check if the compression method and resolution is compati- 4
is not successfully performed ble with the registered camera.
using the client software e Check the settings of IP address, subnet mask and default
(ASM200/ASM970). gateway for the network cameras and PC.
¢ When trying to display H.264/MPEG-4 images via Internet, 10
images may not be displayed. Refer to the network adminis-
trator because of the effects of the network devices including
router setting.
With the client software
(ASM200/ASM970), the follow-
ing is observed:
¢ Refresh of live images is
unstable. ¢ The configured settings for transmission rate/recording rate
e Network performance is may be beyond the maximum network performance. Lower 10
poor. the value/rate of the settings relating to the network such as
¢ Downloaded images are not the transmission rate, recording rate, etc.
displayed correctly.
* The images are not dis-
played, recorded or played
back.
The [Check for Updates] button
in the ?or?flgurahon/System/ e This function is not available. 19
Update" window does not
function.
"Record Setting" may be inop- | e The setting may be inoperable depending on the model of
erable in "Camera Settings". the camera. In that case, directly set up from the camera.
o . 26
Refer to the operating instructions of the camera for how to
set up.
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Symptom Cause/solution Ref. pages
It takes time when searching e When searching images recorded with "JPEG/1 fps", it may
using the client software take time. To search smoothly, set the frame rate to 2 fps or 1
(ASM200/ASM970). more and select the recording format other than JPEG, for
example H.264.

Operation of this software is ¢ Make sure that Administrator privileges is set as an OS user
unstable. account.

e Set a static IP address for the server PC.

e Set the OS automatic updates function off.

* Do not use the OS remote desktop function. 10

¢ Do not sign out the PC or turn off the power while software is
running.

¢ Do not activate other heavy load application while software
is running

¢ Do not use any multi-byte characters in the user name.
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For U.S. and Canada:

Panasonic System Communications Company of North America,
Unit of Panasonic Corporation of North America
www.panasonic.com/business/

For customer support, call 1.800.528.6747

Two Riverfront Plaza, Newark, NJ 07102-5490

Panasonic Canada Inc.

5770 Ambler Drive, Mississauga, Ontario, L4W 2T3 Canada
(905)624-5010

www.panasonic.ca

© Panasonic System Networks Co., Ltd. 2013
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Panasonic Corporation
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